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BBepeHue

B cootBeTcTBMM C pgencteyowmMm ctaHgaptom baHnka Poccun «O6ecneveHve
MHpopMaUnoHHOM 6Ge3onacHOCTU opraHu3auun 6GaHKoOBCKOM cucteMbl Poccuiickon
®epepaumn. Obwume nonoxexuus» (ganee - CTO BP WMBBC-1.0) opraHusaumnsam
6aHkoBckon cuctembl (BC) Poccuiickon ®epepauun (PP) Tpebyetca npuHnmaTtbe Mepbl
K obecnedyeHutio UMHdopmaumoHHon 6GesonacHocTn (MB) aBTOMaTU3MPOBAHHbLIX
6aHkoBckmx cuctem (ABC) Ha Bcex cTaamsax UX XKU3HEHHOrO LMKNa.

MpuHatne mep k obecneyeHnto B Ha ctagusx xusHeHHoro umkna ABC
OCYLLECTBNAETCS C LeSiblo BbINOSIHEHUS CNeayoLmnX OCHOBHbIX 3aauy:

— obecneyeHne peanusaumm B ABC Heobxoaumbix  TpeboBaHun K
obecneyeHnto Vb, ycTaHOBMNEHHbLIX 3aKOHOO4ATENbLCTBOM P®, HOpMaTMBHbIMK akTammu
Banka Poccuun, CTO BP MBEBC-1.0, BHyTpEeHHMMN fOKYyMeHTaMn opraHu3aumm 6C PO;

— CHWXEeHWe puckoB HapylweHunss Vb, cBA3aHHbIX C HanmMuMeMm ysi3BUMOCTEN B
ABC,;

— KOHTposnb obecneveHus b B pamkax akcnnyatauum ABC;

— CHWXeHue pUCKoB HapyLlleHunsa Vb, B TOM 4ncne puckoB yTeuvkn nHpopmaumm,
Ha aTane conpoBoXxaeHund, moaepHusaumm ABC n BbiBoga u3 akcnnyatauum ABC;

— onepaTtuBHasa mogepHusauus ABC B crnydyae BbIABNEHUS HeOONyCTUMbIX
pUCKOB HapyLlleHns Nb, cBsa3aHHbIX C ee akcnnyaTtaumen.

C uenblo yCTaHOBMEHUS pPeKOMeHAaUMh MO BbIMNOMHEHUIO YKa3aHHbIX 3ajad,
HaCTOSILLNIA OKYMEHT YCTaHaBNMBAET NONOXEHUS:

— MO opraHuM3aumm paboT Ha aTanax >M3HeHHoro uukna ABC, B ToM uucne
obecneunBaroLLlei BO3MOXHOCTb KOHTPONS C LUEenbk YCTaHOBMEHMS [O0Bepust K
NPOBEAEHMIO yKasaHHbIX paboT K, COOTBETCTBEHHO, [OBEepUs K peanusaumm
obecneyvyenusa Vb B ABC;

— N0 CcocCTaBy TWUMOBbIX HeOOCTAaTKOB B peanu3auun TpeboBaHUM K
obecnevennio b6 B ABC, cosgarowwmx ycnoBusi Anst BO3HUKHOBEHUS HEOLOMYCTUMBbIX
puckoB HapyweHua Wb npun akcnnyatauun ABC (ganee — TunosBble HeOoCTaTKu B
obecnevenun b ABC);

— MO COCTaBy, COAEPXaHUK W NOopsaKy npoBedeHus paboT no aHanuay
ncxogHoro koga nporpammHoro obecnedeHns ABC, oueHke sawwmweHHoctn ABC u no
KOHTPOMO NapamMeTpoB HAaCTPOEK TEXHUYECKMX 3aLUTHbIX Mep (BbisiBNieHMe oLmbokK

KOHpurypaumn).
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PEKOMEHAOALUUUN B OBJIACTU CTAHOAPTU3ALUUUN BAHKA POCCUM

OBECMNEYEHUE MH¢9PMALI,VIOHHOIZI BE3OIMNMACHOCTH
OPrAHU3ALMU BAHKOBCKOW CUCTEMbI
POCCUNCKOUN PEOEPALINA

OBECNEYEHUE MH®OPMALIMOHHOW BE3OMACHOCTU HA CTAOUAX
XU3HEHHOIO LUMKNA ABTOMATU3UPOBAHHbLIX BAHKOBCKUX CUCTEM

Odata BBegeHna 201 xX—xx—xx

1. O6nacTtb NpMMeHeHusA

HacTtosawmne pekomeHgaumm pacnpocTpaHseTca Ha opraHusauum bC PO,
peanusyowme TpebosaHus CTO BP WMBBC-1.0 no obecnedyennto Wb Ha aTanax
Xun3HeHHoro uukrna ABC B pamMkax MOCTPOeHUs (COBEPLUEHCTBOBAHUS) CUCTEMbI
obecneveHus Vb, a Takke Ha opraHuMsauun, npusnekaemble opraHusaumsmmn bC PO
Ans BbINONHEHNSA paboT Ha cTaausax XusHeHHoro uunkna ABC.

Hactoawun [OKyMeHT npumeHsieTca B opraHudaumsax BC PO u  uHbIX
opraHusaumusax nyTem BKITHOYEHWSA CCbIFIOK Ha Hero n (unu) nNpsMoro MUCnosfib30BaHUA
yCTaHaBIMBaEeMbIX B HEM MOSTIOXXEHUN BO BHYTPEHHUX JOKYMEHTaX.

PekomeHaaTenbHbI  CcTaTyC [OOKYMeHTa [AOMnyckaeT, 4YTO MO  peLUeHuto
opraHmsauun B6C P® BmMecTo ero oTaenibHbIX MOMOXEHUA MOTYT MPUMEHATLCA MHbIE
nonoxeHud, obecrneymsarLme IKBMBANEHTHbIN (aHaNoOrM4HbIN) ypoBeHb obecneyeHus
B B ABC Ha pasnunyHbIX CTagusix NX XXM3HEHHOrO LMKMa.

2. HopMaTuBHBIe CCbINKK

B HacToswmx pekomeHaauunax B obnactu CTaHOapTun3aumnn baHka Poccun
MCnoJib30BaHbl HOPMATUBHbIE CCbIJIK/A Ha cliegyrlolmne JOKYMEHTbI:

CTO BP NBBC-1.0;
PekomeHgauum B obnactm craHgaptusaumm banka Poccumn «ObecneyeHune

MHopMaUnoHHoM 6Ge3onacHOCTM opraHu3auui ©OaHKOBCKOWM cucTeMbl Poccuickon
depepaummn. Metoguka oueHkn puckoB HapyweHus bx» (PC BP NBBC — 2.2).

3. TepMuHbI U onpeaeneHus

B HacToswmx pekoMeHOauusx MPUMEHSIOTCA TEePMUHbI B COOTBETCTBUM CO
CTO BP UBBC-1.0, a Takke crneagywwme TepMUHbI C  COOTBETCTBYHLLMMMU
onpeneneHnsaMu:

3.1. JoBepue — cocTosiHue YyBepeHHocTM B ToMm, 4yTo ABC cooTBeTcTBYET
yCTaHOBIEHHbIM N5l Hee TpeboBaHuaM k obecneyeHuto UB.

3.2. ®yHKuma obecneyeHna WB — peanu3oBaHHas QYHKUMOHANbHas
BO3MOXHOCTb koMnoHeHTa ABC, cBazaHHas ¢ obecneyeHnem UB.

3.3. UHTtepdenc dyHkumn obGecneuveHma UB - OnucaHne un peanusaums
cnocoboB ncnonb3oBaHns yHKLMI obecneveHnsa Ub.
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3.4. ®dyHKuMoHanbHble TpeboBaHusa K obecnevyeHnro UB — TpebosaHus K
dyHkunam obecneveHna WB komnoHeHToB ABC, a Takke wHTepdencam wux
MCNOSb30BaHMS.

4. O603Ha4YeHUsA U CoKpaLleHus

ABC — aBTOMaTu3npoBaHHasi baHKOBCKas cuctema
CYbL — cucrtema ynpasneHnsa 6azamu gaHHbIX

T3 —  TexHW4yeckoe 3agaHue

UT3 — YacTHOe TexHW4eckoe 3agaHue

Z]3) —  WHpopmaunoHHas 6e3onacHoOCTb

NMnbB — Tloacuctema nHdopmaumMoHHON 6e30nacHOCTH
BC —  ©BaHkoBcKasa cuctema

Po® — Poccunckaa denepaums

5. O6wme NonoxeHus

5.1. B pamkax HacTtoswmx pekomeHgaumn ABC paccmatpmBaeTcs  Kak
B3aMMOCBSA3aHHadA COBOKYMHOCTb NPOrpaMmMHO-TEXHUYECKNX CcpencTs:
TENEeKOMMYHUKAUNOHHOIO  0bopyaoBaHUS, CPeACTB  BbIYUCIIUTENBHON  TEXHUKM,
CUCTEMHOro NporpaMmmMHoro obecneyeHus, NPUKNagHoOro NporpaMmMHoro obecneyeHus,
a Takke cpefcTB 3aWuTbl MHOPMaLnn.

OcCHOBHblE  (PYHKLMOHAanNbHbIE Bo3amoxHoctn  ABC, obecneyunBatoLwme
aBTOMaTM3aumio OGaHKOBCKMX WHMOPMALMOHHBLIX W MNNATEXHbIX TEXHOMOrMYeCcKnx
MPOLIECCOB, B TOM YMCIEe CYLEeCTBEHHble 3aliUTHble Mepbl, peanuaylTcs O4HUM Unn
HECKONbKUMW Crneumnann3mpoBaHHbIMU BGaHKOBCKUMW MNPUNOXEHUAMU, BXOOAAWMMU B
coctaB ABC. OctanbHble KOMMOHEHTbl, B TOM 4MCIle CUCTEMHOE MporpaMmHoe
obecneveHne, cpeacTBa BbIYMCIIUTENBHOW TEXHWUKW, CPEACTBaA 3alunTbl MHOopMaLuu,
paccmaTpuBatoTCs Kak obecneunBaroLLas cpepa YHKLUNOHNPOBAHMS
cneunanumsanpoBaHHbix  GaHKOBCKMX NpuUioXeHnn (ganee — obecneyuBatowme
komnoHeHTbl ABC).

5.2. ObecneueHne Wb B ABC peanusyetca uncnonb3oBaHUMEM (PYHKUUN
obecneveHns Wb komnoHeHT ABC, koTopoe 3akn4yaeTcd B MPUMEHEHUU U
SKcnnyatauum 3alMTHbIX Mep crneumanm3mpoBaHHbiX OaHKOBCKMX MNPUITOXEHUR, a
Takke 3aWwuTHbIX Mep Bcex obecneudmBarowmnx komnoHeHT ABC. CoBOKynHOCTb
3aLMTHbBIX Mep cneumanmn3npoBaHHbIX BaHKOBCKMX npunoxeHun ABC 1 3alnTHBIX Mep
Bcex obecneymBatowmx komnoHeHT ABC onpegensietca kak nogcuctema UMb ABC.

CnegyeT yuuTbiBaTb, 4TO obOecneuymBawowme KoOMnoHeHTbl ABC  moryT
nucrnonb3oBaTtbcsa  Ans obecneyeHns aKcnnyaTtauum HECKONbKUX pasHbIX
cneunanmsanpoBaHHbiX  BAHKOBCKMX  MPUSTIOXKEHWA,  COOTBETCTBEHHO,  (PYHKLMMK
obecneyeHunsa Vb Takux obecneynBaroLLMx KOMNOHEHT MOTYT UCNOSIb30BaTbCH B Pa3HbIX
ABC, a ux 3awmTHble Mepbl BKNoYatoTes B noacuctemsl Vb pasHbix ABC.

5.3. C yyeTtom TOro, 4yto obecneumBatoime KOMNoHeHTbl ABC MoryT saBnsTbCs
00BHEKTOM LieneHanpaBeHHbIX 4ENCTBUIA CO CTOPOHbI 3M10yMbILISIEHHMKA, obecneveHmne
Wb Ha atanax xu3HeHHoro uukna ABC TpebyeT peanusaunm mMeponpusiTUr, Kak ans
cneunanmsanpoBaHHbiX BaHKOBCKMX MPUITOXKEHUW, Tak M ANs Bcex obecnevmBaromx
komnoHeHT ABC.

Mpu opraHusauumn paboT Ha cTaguax *usHeHHoro umkna ABC pekomeHayeTcs
yuuTblBaTb, YTO B psige cnyvaeB obecneymBawowme komnoHeHTol ABC cosgatoTcs
pasHbiMW OpraHu3auusmMu, Oonblas MX YacTb MOCTaBMSETCS «KakK ecCcTby», W
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pa3paboTymK crneumann3npoBaHHbIX DAHKOBCKMX MPUMNOXEHUA HE pacnoraraeT MosHOown
N 0OCTOBEPHON MHGOPMaLMENn O KOPPEKTHOCTU peanu3aumm pyHKuum 6e3onacHoCcTm
obecneunBarwwmx komnoHeHT ABC.

5.4. B cootBetctBun ¢ TpeboBaHnamm CTO BEP MBBC-1.0 XXM3HEHHbIA LUK
ABC pasgendeTtcsa Ha cnegyowme ctaguu:

1) paspaboTka TexHu4eckoro 3agaHunsa (T3);

2) NPOEeKTUPOBaHUE;
3) co3JaHue n TeCTUpPOBaHUE;
4) npvemMka v BBo4 B LENCTBUE;

5) aKcnnyatauus;
6) CONPOBOXAEHNE N MOAEPHM3ALNS;
7) CHAITME C 3KCnyaTauuu.

5.5. [oBepue k peanusaumm obecneyeHus b B ABC BO3MOXHO TONbKO Mpu
HanMuuu onpeaeneHHbIX CBUAETENbCTB MOMHOTbI M KOPPEKTHOCTM NpoBedeHust
mMeponpusaTuin no obecnevyeHuto b Ha ctagusax XXM3HEHHOro uukna komnoHeHT ABC,
Kak MWHUMYM Ccneuuanu3MpoBaHHbIX 6GaHKOBCKMX npunoxeHun. B kadecTtBe
CBMAETENLCTB AOBEPUSA PEKOMEHAYETCS paccMaTpumBaThb:

— pernameHTbl, WUCNonb3yemble ONs  OpraHu3auun  OedTenbHoOCTM Mo
obecneyenuto b Ha aTtanax »km3HeHHoro umkna ABC;

— [AOKYMEHTUPOBaHHble  pe3ynbTaTbl  BbINOMHEHUA  OEATENbHOCTU MO
obecneyvyenunto b Ha aTanax »um3HeHHoro umkna ABC.

Ha kaxgown cTagum >XM3HEHHOro umkna dopmupyeTcss COBCTBEHHbIN Habop
CBMOETENLCTB J0BEpUs, MO pesynbTataM OUEHKUM KOTOPbIX MOXET OblTb MNPUHATO
peleHne O MOSTHOTE U KOPPEKTHOCTM peanu3aummn TpeboBaHun k obecnedenuto UB,
npegbsasnsemMblx K ABC.

5.6. OpraHuzaumo pabot no cosgaHuo ABC, Bkno4vas ux noacuctemy WUb,
pPEKOMEHAYETCA OCYLWEeCTBNATb C y4yeToM nonoxeHnn Komnnekca craHOapToB W
PYKOBOASALMX [OOKYMEHTOB Ha aBTOMAaTU3MpOBaHHble cuctembl «WHdopmaumnoHHas
TexHomnormsi», B Tom umcne [OCT 34.601-90 «WMHpopmaumoHHaa TexHonorus.
KoMmnnekc craHOapToB Ha aBTOMATU3UPOBAHHblE CUCTEMbI. ABTOMaTU3NPOBAHHbLIE
cuctembl. Ctagmm cosganus» (ganee - FTOCT 34.601-90).

6. Ctagus p83pa6OTKVI TeXHN4YeCKoro sagaHus

6.1. OcHoBHOM 3agaden Ha ctagumm paspaboTtkm T3, B yactm obecneveHms Wb,
saBnsgeTcs onpegeneHne TpedoBaHun k obecneveHnto b ansa cosgasaemon ABC ans
BKMNtoYeHnsa B coctaB T3 (aanee — tpeboBaHunsa T3 k obecneveHuto Vb).

CnepyeT yuntbiBaTb, YTO HA JAHHOW CTaauW, Kak NpaBusio, OTCYTCTBYET NofiHasa
WHopMauus, Heobxogumasa Ansi YCTAHOBIIEHUS KOHKPETHbIX  (OYHKUMOHASbHbIX
TpeboBaHun k obecneveHnto Vb, peannsyembix komnoHeHtamm ABC. YctaHoBneHue
KOHKPETHbIX (PYHKLUMOHanNbHbIX TpeboBaHun k obecneveHnto VB BO3MOXHO TONbKO
nocre Toro, Kak GyayT onpeferieHbl OCHOBHblIE TEXHUYECKNE pELUEHUA CO3aBaemMoWn
ABC. B oatonm cBaA3n, TpeboBaHms T3 Kk obecnedeHnwo WB pekomeHayeTcs
dhopmynmnpoBathb B 06LLEM (HEABHOM) BMAE.

6.2. ®opmupoBaHne TpebosaHun T3 Kk obecnedyeHnto WB pekomeHayeTcs
ocywecTBnATb ¢ yd4etom nonoxeHnn NOCT 34.602-89 «HpopmaLMoHHast TEXHOMOIUSI.
KomMmnnekc ctaHOoapToB Ha aBTOMAaTU3UPOBAHHbIE CUCTEMbl. TexHMYeckoe 3afjaHue Ha
co3aHue aBToMaTU3NPOBAHHON CUCTEMBIY.
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6.3. TpeboBaHua T3 k obecneveHnto UB onpepenaiTca (COCTaBnAKTCA) Ha
ocHoBe TpeboBaHun Kk obecnedeHnio Wb, YCTaAHOBMNEHHbLIX 3aKOHO4ATENbCTBOM
Poccuinckon ®epepaumm, HopmaTueHbiMK aktamn baHka Poccun, CTO BP UBEBC- 1.0,
BHYTPEHHUMW OOKyMeHTamu opraHudaumm BC P®, KoTtopble [OMKHbI ObiTb
peanun3oBaHbl Ans cosgasaemon ABC.

OnpepeneHne coctaBa OOKyMeHTOB, TpeboBaHusa k obecneveHmto B koTopbix
ucnonb3yTcsa ana  dopmupoBaHua T3 kK obecneveHnio Wb, pekomeHgyetcs
OCYLLIECTBNATb HA OCHOBE AaHHbIX:

— 0 Tunax wuHdopmaumn (MHPOPMALMOHHBLIX akTMBOB), MpeanonaraemMbixX K
obpaboTke un (1nu) xpaHeHuto B ABC;

— 0 cocTaBe HGaHKOBCKMX TEXHOMNOrMYecKkux nporeccoB opraHusaumm bC PO,
Ansi aBTOoMaTu3aumm KOTOPbIX OHa CO34aeTCs.

6.4. MNMpn onpegeneHnn TpeboBaHun T3 k obecneuyeHutio UB pekomeHayeTcs
YCTaHOBUTb:

— HeobXoOuMOCTb UM UenecoobpasHOCTb MNPUMEHEHUA CPeacTB  3alunTbl
NHpopMaUnKn, cepTUPNUNPOBaHHLIX NO TpeboBaHUAM 6e3o0nacHOCTN HdOPMaLNW;

— HeobxoauMoCTb U LenecoobpasHOCTb NpuBeYeHNa anga nposegeHns pabot
Nno C€O3gaHuo, MoepHu3auuun, 3KcnnyaTaumm u BbiBOAY U3 akcnnyataumm ABC
opraHuMsauun, WUMELWENn NUUEH3MM Ha [OeATEenbHOCTb MO TEXHMYECKOM 3awuTe
KOHMAEeHUManbHOM MHGOPMaLnN.

6.5. MNMpu dopmupoBaHum TpebosaHmn T3 Kk obecneveHuto b gononHUTENBLHO
PEKOMEHAOYETCA  OCYLLECTBUTb NpeABapuUTENbHbIA  aHanuM3  akTyalnbHbIX  Yrpo3
B6esonacHocTM WHpopmaumn. Ha paHHOM aTane pekomeHayeTca opMynvpoBaTth
yrpo3bl B B camom obwem Buae B TepMMHax Ou3Hec-npoueccoB, onepaunm u
dyHKUMn opraHusaumm 6C P®.

B cnyyae ecnn Ha pgaHHOM ctagum  MoryT  BbITb  chopMMpPOBaHbI
dyHKUMOHarnbHble TpeboBaHus k obecneyeHnto b no HenTpanusauum paccMOTPEHHbIX
aKTyanbHbIX YrpO3 UM KOMMNEHcauMm BO3MOXHOIO yuepba, pekoMeHayeTCa BKIOYUTb
ykasaHHble TpeboBaHusa B coctaB T3 k obecneyenmo Ub.

6.6. B coctaB TpeboBaHun T3 k obecneuyeHnto Ib pekomeHngyeTcs BKIOYaTb
TpeboBaHna K wucnonb3oBaHuio dyHKUMn obecneveHns WB  obecnevunsaromx
komnoHeHT ABC, wucnonb3yembix ana obecneveHns WB cneunanmanpoBaHHbIX
BGaHKOBCKMX NpunoxeHun pasHbix ABC, co cTOpoHbI cneunann3mpoBaHHbIX DAaHKOBCKMX
NpunoXxeHnn (TpeboBaHMs K  WMHTerpaumMm Ccrneumanm3avpoBaHHbiX  BaHKOBCKMX
NPUNOXeEHN ¢ pasgenseMbiMn obecnednsarowmmm komnoHeHTamm ABC).

6.7. Cpean npodero, B coctaB TpebosaHun T3 Kk obecneyeHno Wb
peKOMEHAYEeTCs BKIOYaTh:

— TpeboBaHua Kk obecneveHmto Wb, cBsi3aHHble C Ha3Ha4YeHMEM WU
pacnpegenexvem ponen B ABC;

— TpeboBaHusa k obecneveHnto Wb, cBsizaHHble C ynpaBneHWeM AO0CTYNOM W
peructpauuen;

— TpeboBaHmna Kk obecnedeHuto UMb, cBsidaHHble C 3alUMTOM OT BO3AENCTBUSA
BPeAOHOCHOro Koaa;

— TpeboBaHus Kk obecnedyenuno Wb, CBA3aHHble C MCroJSib30BaHMEM
0o0LLeaoCTYNHbIX CETEN N KaHANOB nepeaayv AaHHbIX;

— TpeboBaHua k obecneveHnto Wb, cBa3aHHble C MCNONb30BaHMEM CpPEACTB
Kpuntorpaduyeckon 3amnTbl MHGOpMaLNW;
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— TpeboBaHna k obecneveHuo Wb, cBA3aHHble C peanu3aumen KOHTPOns
aKcnyaTauumn NpUMeHAEeMbIX 3alUTHBIX Mep;

— TpeboBaHusa k obecneveHnio Vb, cBasaHHble C peanu3aumen MOHUTOPUHra
B, B TOM yncne ans ebiseneHus nHumaeHtos Vb B ABC.

6.8. T3 Ha cosgaBaemyo ABC pekomeHOyeTCs Kak OCHOBHOW WCTOYHUK
TpeboBaHun k obecneyeHmto b Ha ctagumn npoektuposaHus ABC.

7. Ctagusa npoektuposaHua AbC

7.1. OCHOBHbIMW 3agadYamMm Ha cTagum npoektuposaHna ABC B 4actm
obecneyveHua Vb asngaroTcs:

— YCTaHOBNEHWE W [OOKYMEHTUpOBaHME (PYHKLUMOHAmNbHbIX TpeboBaHun,
peanuayemMbix komrnoHeHTamn ABC, obecneymnBatoimx BbinonHeHne TpeboBaHmm T3 K
obecneyeHuio Ub;

— onpegeneHne coctaBa QyHKuMn obecnevyeHunss Wb, peanusyembix
pasgensembiMyn obecneymBarowMmmn komnoHeHtammn ABC;

— BbIOOp cocTaBa 3aWMTHBLIX Mep (TeXHUYECKUX U (MUNKU) OpraHU3auUMOHHbIX),
peanuaylowmnx QyHkumm obecneyeHns WMB B COOTBETCTBUM C  (PYHKLMOHANbHBIMU
TpeboBaHuamu Kk obecneyeHuto VIb B npuBaAske k komnoHeHTam ABC, B ToM 4ucne
BbIOOp cCpeAacTB 3awuTbl MHOPMauUnW, CepTUMUUNPOBAHHBIX HA COOTBETCTBUE
TpeboBaHuaM no 6e3onacHOCTN MHOpPMaLUK;

— nepBMYHOE OnpeaeneHne napameTpoB HACTPOMKU TEXHUYECKUX 3aLUUTHBIX
Mep (CTaHgapTOB KOHurypaummn);

— onpegenexHne U JOKYMEHTUpOBaHME MHTEP(ENCOB UCMONb30BaHUS OYHKLMN
obecneyvenunsa Vb, peannsoBaHHbIX B kOMNoHeHTax ABC,;

— NepBUYHOE onpedeneHne npaBui JKCnyaTaumMm TEXHUYECKUX 3alMTHbIX
MEp, BKN4Yasa npaBuna ux OOHOBMEHMWS, YNpPaBfeHUA U KOHTPONS napameTpoB MX
HaCTPOWKM;

— onpegeneHne TpeboBaHun (COCTaB W coAepXaHue) K pernameHTam
peanusaunmn opraHn3aLUmMOHHbIX 3aLUUTHBIX Mep;

— TMNepBWYHOE OnpeaeneHve coctaBa ponen cybbektoB pgoctyna ABC
(akcnnyaTupyloLero nepcoHana, nonb3oBaTterniel, NporpaMMHbIX NMPOLECCOB), COCTaB
pecypcoB goctyna (6a3 AaHHbIX, panfioBbIX PEeCcypcoB, BMPTYasbHbIX MaLUWH, MHbIX
pecypcoB AocTyna), npaB [[OCTyna ponen cyObekToB AocTyna (4TeHue, 3anuch,
BbINOSIHEHNE WMW WHblE TUMNbl OCTyNa) MpWM OCYLECTBMAEHUM [OCTyna K pecypcam
AOCTYynNa;

— nepBu4HOEe onpegeneHne TpeboBaHMM K KagpoBOMYy obGecneyeHuto
noacuctembl 6 ABC.

7.2. lMNpoektupoanne ABC, B yactu obecnedeHns Wb, pekomeHgyetcs
HauMHaTb C paspaboTknm apxutekTypbl noacuctembl Wb ABC, B KoTOpyto
peKkoMeHayeTCs BKIoYaTh OnnucaHue:

— npegnonaraemon peanu3auum TpeboBaHunm T3 K obecnedenuto Wb
KomMnoHeHTamu npoektnpyemon ABC;

— npegnonaraemMoro ucnonb3oBaHus yHKUM obecnevenna b pasgengembix
obecneymBatowmx komnoHeHT ABC;

— npegnonaraemoro B3anmoaencteus komnoHeHT ABC ona obecneveHns Vb B
ABC.
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PaspaboTky apxutektypbl ABC ansa obecneyeHus Vb cnegyeT ocywecTBnsTb Ha
OCHOBE:

— [JaHHbIX O pasgeneHun ABC Ha KOMMOHEHTbI, cocTaBe U  YHKUUAX
cneunanmanpoBaHHbIX BAHKOBCKMX NPUITOXEHNA N oBecneyvnBatoLmnx kKoMnoHeHT ABC;

— uaeHTUdUKaumm (ona ctaHgapTHbIX) UK onucaHus (ans paspabaTbiBaeMbIX
B coctaBe ABC wnu camocTtoaTenbHO  paspabatbiBaembiX) MHTEpgencos
B3aMMoaencTensa mexay komrnoHeHtamu ABC;

— [JaHHbIX O nporpammHom obecnevyeHnn ABC, B TOM 4uCNe CUCTEMHOM,
KOTOpoe SBNAETCA MNOKYMNHbIM «KOpoboyHbiM» (ans ABC, co3gaBaemMbix nyTem
agantauumn crneumanuanmpoBaHHOIro NpuUKagHoro obecnedeHus, - gaHHble O nakeTax
cneunanmsanpoBaHHbIX NPUKNaAHbBIX NporpamMm).

7.3. lNpoektupoBaHue noacuctembl B ABC pekomeHayeTcs BbINOMHATL C
y4yeToM LienecoobpasHOCTU peanu3saumu:

— UEeHTpann3oBaHHOMO yrnpaBfeHUs U KOHTPOSIS TEXHUYECKUX 3alUUTHBIX Mep, B
TOM 4ucrne B YacTu OOHOBNEHMs MporpaMMHOro obecrneyeHus, OBHOBMEHUS
NPUMEHSIEMbIX CUrHATypHbIX ©6a3, YCTaHOBMNEHUS W KOHTPOSS MnapamMeTpoB UX
HaCTPOWKU;

— wnHTerpaumm ABC ¢ MHPaCTPYKTYPHBIMU KOMMOHEHTaMU MOHUTOpUHra Vb n
BbisiBNeHns uHuuaeHtoB Wb, npumeHsiembiMn B opraHmsauun BC P®, ans yero B
CoCTaB (pyHKUMOHanbHbIX TpeboBaHun k obecneveHnto b pekomeHayeTcs BKOYNTD
TpeboBaHUsA K cocTaBy AaHHbIX MOHUTOpUHra UMb, reHepupyemMbix komnoHeHTamu ABC
B npouecce akcnnyatauun ABC;

— MaKCuManbHO BO3MOXHOW CTENeHn MCcrnonb3oBaHus (PyHKLUMIA obecneyeHus
Wb pasgensdembix obecneymnBarowmx komnoHeHT ABC.

Mpn npoektupoBaHum noacuctembl M6 ABC He pekoMeHayeTcs nnaHMpoBaTb
HeOBOCHOBaAHHYH MOAEPHU3ALMIO SKCMNyaTUpyeMblX pasgensembix obecneymBarowmx
komnoHeHT ABC. B cnyyae npoBegeHne MoOAEpHM3aUMM YKa3aHHbIX KOMMOHEHT
pekoMeHayeTCcs opraHnsaums 1 nposeaeHne padboTt No MoAepHU3aUnm U TECTUPOBAHMUIO
B Yactn obecneveHna b Bcex ABC, ncnonbayowwmx pasgensgemMyto obecneymBatoLLyto
KOMMOHEHTY, NOABEPrLUYHCH MOAEPHU3ALMMN.

7.4. Ha atane npoekTMpoBaHUs PEKOMEHAYETCS YCTaHOBUTb (PYHKUMOHANbHbIE
TpeboBaHusa k obecneyenuto Nb, Bknovas:

— (pyHKUMOHanbHble TpeboBaHus K obecnedeHunto VB chneunanmsanpoBaHHbIX
B©aHKOBCKMX NPUNOXEHNN;

— yHKuMOHanbHble TpeboBaHMsa K obecneyeHnto WB obecneumBatowmx
KOMMNOHeHT pa3pabaTbiBaemon ABC;

— TpeboBaHMA K MCMNONb3oBaHUIO yHKUuKM obecneveHns WNB pasgensembix
obecneymBatowmx komnoHeHT ABC.

[okyMeHTUpoBaHue (yHKUMOHaNbHbIX TpeboBaHun K obecnedeHunto Wb
pekomeHgyeTcsa B YacTHoM T3 Ha ABC (ganee — YT3 nogcuctemsl U6 ABC).

Ecnn dyHkumoHanbHble TpeboBaHna k obecneveHnto Wb yctaHoBneHbl Ha
ctagum paspabotkmn T3, nx noBTopHOe AokymeHTupoBaHue B YT3 noacuctem b ABC
HeuenecoobpasHo.

7.5. C uenbio obecnevyeHna nonHOTbI peanu3aumm TpeboBaHmn T3 K
obecneyeHnto Vb, pekomeHOyeTcsi BbINOMNHATL Npoueaypbl KOHTPOMNsSi COOTBETCTBUS
TpebosaHun T3 k obecneyeHnio Nb 1 pyHKUMOHaNbHbLIX TpeboBaHM K obecnevyeHuno
B, BkntoveHHbIx B YT3 nogcucremsl Ub.
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®yHkuMoHanbHble TpeboBaHms YT3 noacuctembl B ABC pekomeHayeTcs
pasgenaTb Ha KaTeropum C y4eTOM BbINOMIHEHUSA NMyHKTa 7.4 HACTOSILLEro AOKYMeHTa U
AOKYMeHTUpoBaTb B OTAeNbHbIX nogpasaenax YT3 noacuctembl b ABC.

B cnyyasix, korga Kk pasnuMyHbiM cocTaBHbiM 4acTaMm ABC npegbasnarTca
oavHakoBble (yHKUMOHanbHble TpeboBaHusA, pekoMmeHayeTca AOybnupoBaTb UX B
cooTBeTcTBYlOLWMX nogpasgenax YT3 nogcuctemol B ABC.

7.6. ®yHKunoHanbHble TpeboBanms YT3 [MMB ABC pekomeHpyeTca
paccmaTpmBaTb B KayeCTBE OCHOBHOIMO [JOKyMEHTa, Ha COOTBETCTBME KOTOPOMY
OLEeHMBAKOTCA CBUAETENbCTBA [OBepus, QOpMUPYEMble Ha Cregylwmx cragusax
»XM3HeHHoro umkna ABC.

7.7. Tpun npoektupoBaHum nogcuctemol U6 ABC pekomeHayeTcsa onpeneneHune
W [OOKYMEHTMpOBaHuWe CTaHO4apTOB KOHurypaumm — [OOKYMEHTOB, coAepallunn
nepeyeHb N 3TanoHHble 3HaYeHNA KOHMUIypaumMoHHbIX napameTpoB koMmnoHeHT ABC, B
TOM 4UCNEe TEeXHUYECKUX 3aWuTHbIX Mep. [NpuHATMEe cTaHOapToB KOHduUrypauum u
KOHTPONb COOTBETCTBUA (PaKTUYECKUX 3HaYeHUn napameTpoB KoHUrypauum wux
3TaNOHHbIM  3HA4YeHUsIM — OCHOBHOM cnoco® npedoTBpalleHns  ys3BUMOCTEMN,
BbI3BaHHbIX OLIMBKamMM HacTpomrkn KomnoHeHT ABC.

C uenbio dopMMpoBaHWS CTaHOaApTOB KOHdurypauum obecneynBatoLmnx
koMmnoHeHT  ABC, aBNSOWMXCA  CEPUAHO  BbIMyCKAeMbIMW  MPOrpamMMHbIM
obecneyeHnem, B TOM 4ucrie OrnepaumMoHHbIMW CUCTEMaMu, cucTemamun yrnpasfeHus
Ga3aMu OaHHbIX, MHbIM CUCTEMHBLIM MNPOrpaMMHbIM obecnevyeHnemM, pekoMeHOyeTcs
MCNonb3oBaTb CTaHAAPTM30BaHHbIE CNPaBOYHUKM NapaMeTpoB KOHUrypaumi, B 4acTu
obecneyeHunsa Vb, Hanpumep National Checklist Program Repository [1].

7.8. Ina ABC, KOMMOHEHTblI KOTOpbIX npegnonaraeTcs pasMmellatb Ha
cpeacTBax BblYMCNUTENBHOM TEXHUKU KIMEHTOB opraHunsauun BC P®, pekomeHgyeTcsa
onpegeneHve u JOKyMeHTUpoOBaHUe:

— COCTaBa KOMIMOHEHT nepefgaBaeMblX Ha CTOPOHY KITMEHTA,

— Mepbl, nNpuHMMaemble AOnA obecneyvyeHnss LENOCTHOCTH nporpaMmmMHbIX
KOMIOHEHT, NepeaaBaeMbIX Ha CTOPOHY KIMMEHTa,

— TpeboBaHua K cpefde (yHKUnoHuMpoBaHus KoMMnoHeHT ABC Ha cTopoHe
KNUeHTa;

— TpeboBaHusa n cnocobbl 06HOBNEHMS KOMMNOHEHT ABC, akcnnyaTupyembix Ha
CTOPOHE KNNeHTa, a Takke TpeboBaHns 0OHOBNEHUIO cpeabl X (PYHKLUMOHMPOBAHUS.

7.9. Ha aTtane pa3paboTkm TEXHMYECKOro npoekTa paspabaTbiBaeTcs NpoeKTHas
AOKYMeHTauus, BKrovawLwaa B ceba NpoekTHY AOKyMeHTauumo Ha nogcuctemy UbB
ABC. OnpepeneHne coctaBa W CTPYKTypbl MPOEKTHOW AokymeHTauun ABC
peKoOMeHAyeTCs OCYLLECTBNATL C Y4ETOM MOSIOXKEHNN pyKoBoasLero gokymenta PL 50-
34.698-90 «ABTOMATU3NPOBAHHbIE  CUCTEMbI. TpeboBaHMA K  COOepXaHuto
AokymeHToB», a Takke NOCT 34.201-89 «MNHdopmaumoHHas TexHonormna. Komnnekc
CTaHOapTOB Ha aBTOMATM3MPOBaHHbIE CUCTEMbI. BuUabl, KOMNIEKTHOCTL N 0B03HaYeHne
OOKYMEHTOB MNpU CO34aHUM aBTOMaTU3MpOBaHHbIX cuctem» u [OCT 19.201-78
«EanHasa cuctema nporpaMmHoON AoKyMeHTauun. TexHnyeckoe 3agaHue. TpeboBaHus K
coep>xaHuo 1 0POPMIEHNIO».

7.10. lMpoekTHyt0 AokymeHTaumto nogcuctembl UMb ABC pekomeHpyeTtcd
paspabaTbiBaTb C COBM0AeHNEM CreayoLwmx NPUHLMMNOB:

— MNpOeKTHaA AOOKyMeHTauuAa AOO0JPKHa  codepXaTb  OOKYMEHTUPOBAaAHHbIE
pe3ynbTaTbl BbINOJIHEHNA 3ada4, YCTAHOBJIEHHbIX B NMYHKTE 7.1 HacTosLero OOKYMEHTAa,

— TMpOEeKTHast  AOKYMeHTauusi  [OIPKHa  MpeaocTaBnsiTb  BO3MOXHOCTb
NpoBeAeHNs1 KOHTPOSSI MOMHOTbLI U KOPPEKTHOCTM peanusaunn yHKunin obecneveHus
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MB B cooTtBeTcTBUM C TpebosaHuamm YT3 nogcuctembl MB ABC B peanu3oBaHHbIX
NPOEKTHbIX pPeLLUeHUsIX.

8. Ctagua co3gaHus n TectupoBaHusa ABC

8.1. OcHOBHbIMM 3agavamMun Ha cTaguu co3gaHna u tectupoBaHns ABC, B YacTu
obecneyvyeHunsa Vb, asnatoTca:

— ynpaereHue BEpCUSMU n N3MEHEHUAMU paspabaTbiBaeMbix
cneumanmanpoBaHHbIX 6AaHKOBCKUX MPUITOXKEHUN;

— obecneyeHne Vb cpeabl pa3paboTkmn n TectupoBaHus komnoHeHT ABC;

— TecTupoBaHue (npoBedeHne npeaBapuUTeSibHbIX WCMAbITAHUW) KOMMOHEHT
ABC, B TOM yncne cneumanmampoBaHHbiX GaHKOBCKUX MPUINOXEHUN;

— TecTupoBaHue (npoBefeHue npeaBapuTeSibHbIX WCMbITAHUA) KOMMOHEHT
ABC, npegHasHayeHHbIX AN 3KCnnyaTaumMmM Ha cpencrtBax BblYUCAUTENbHOW TEXHUKM
KnueHToB opraHunsaunm bC PO;

— paspaboTka aKcnnyaTalMoHHON JOKYMEHTaLM.

8.2. OCHOBHbIMM  pPEeKOMEeHOYEMbIMU  LEeNsMuU  NPUMEHEHUs  ynpaBreHus
BEPCUSMUN U N3MEHEHMSIMU pa3pabaTbiBaeMbiX NporpaMMHbIX kKOMNoHeHT ABC, B yactu
obecneyvyenusa Vb, ssnsaoTcs:

— KOHTPOSib COOTBETCTBUSA peanusauuu onpepeneHHolx TpeboaHun YT3 Ha
nogcuctemy Wb ABC B onpegeneHHon Bepcun (cbopke) paspabaTbiBaeMbixX
cneunanmanpoBaHHbIX BAHKOBCKUX MPUNOXEHUN;

— hopmanusauus nopsiaka XpaHeHust UCXoaHbIX dainoB 1 paboTbl C HUMK, a
Takke MpUHSATME Mep, NPensiTCTBYILINX  HEeCaHKLUMOHUPOBAHHOMY  BHECEHWIO
N3MEHEHMI B BEPCMU CieLMann3mpoBaHHbIX 6aHKOBCKUX NPUIOXEHUIA.

8.3. na  obecneyeHnss  ynpaBrneHUsl  BEPCUSIMA U U3MEHEHUSMMU
paspabaTbiBaeMbIX crneunanuampoBaHHbiX GaHKOBCKMX NPUIIOXEHUA pPeKoMeHayeTcs
MCMNONb30BaTb CUCTEMY YMNPaBEHUS] BEPCUSIMU M U3MEHEHUSIMU, MO3BOMSOLLYHO
OCYLLIECTBNSATD:

— MapKUPOBKY HOMEpPOB  MPOMEXYTOYHbIX BepcuMit  paspabaTbiBaeMblx
cneumanuanpoBaHHbIX 6AHKOBCKUX MPUIOXKEHWUNA;

—  MAEHTUMKaAUMIO UCXOAHbLIX (hannos, Ucnonb3yeMbix AnAs COOpKM Kaxaow
NMPOMEXYTOYHOM Bepcun paspabaTbiBaeMbiX Cneumanm3mpoBaHHbIX  OaHKOBCKUX
NPUIIOXEHN, B TOM 4Yucre pannoB UCXOOQHOrO Koda, PECYPCHbIX dhannos, hannos
OOKYyMeHTauuu;

— MapKMpOBKY BEPCUN UCXOLHbIX (hannos.

8.4. Ansa obecneyenuns Vb cpeapbl paspaboTkm n TectmpoBaHms KomnoHeHT ABC
pekomeHayeTca obecneynTb 3aWwmuTy OT crneaytowmx yrpos Ub:

— HEeCaHKUMOHMPOBAHHOE BHECEHWE U3MEHEHUW B  UCXO4Hble  dhannbl
pa3pabaTbiBaeMoro NnporpamMmmMHoro obecnevyeHus;

— npUOCTaHOBKa npouecca pa3paboTkv, NPUBOAALLAS K HAPYLUEHWIO CPOKOB
BblMycka OKOHYaTesfbHOW pa3pabaTbiBaemMol Bepcun nporpaMmHoro obecnedeHusi, B
TOM u4ucne BCNeACTBME HapyleHnsa paboTocnocobHocTM cpeacTB paspaboTky,
YHUYTOXEHUS YacTN NCXOOHbIX halnnos.;

— HeCaHKUMOHMPOBAHHOE O3HAKOMSEHME TPETbUX NUL C UCXOOHLIMKU dhannamm
N NPOrpaMMHON JOKYMEHTaLUMEN;

— yTeyka uHdopmaumm B npolecce paspaboTku komnoHeHT ABC.



PC BP NMBBC-2.X-20XX 13

[Ana npoTMBOOEWCTBMSA YyKasaHHbIM Yrpo3am pas3paboTyMKOM pPeKoMeHOyeTcs
MPVHSATL U JOKYMEHTMPOBATL Mepbl 3aLUUTbI, BKIOYaloLMe:

— obecneyeHne KOHTpOns dwmanyeckoro  gocrtyna K  cpeactsam
BbIYUCITUTENBbHON TEXHUKWU, UCMONb3yeMbiM Ha CTagun pas3paboTkm M TecTMpPOBaHWUA
nporpaMmHbIX KOMNOHeHT ABC;

— BblENIEHNE CErNMEHTOB BbIYMCIMTENBHbBIX CETEN, B KOTOPbIX pacnosaratTcs
cpeacTBa  BbIMUCNUTENbHOM TEXHWKW, WCNONb3yemble Ha CcTaguum  paspaboTku
cneumannavpoBaHHbIX GaHKOBCKUX MPUNOXKEHWIA;

— BblOeNEeHNE CErMEHTOB BblYMCIINTENbHbLIX CETEN, B KOTOPbIX pacnojiararotcsd
cpenctea BbIYUCITNTENBHON  TEXHUKM, ncnosibdyemble Ha CTtagumn TecCcTupoBaHUA
cneunanmn3npoBaHHbIX BGaHKOBCKMX I'Ipl/l]'lO)KGHVIVI n obecneuvmBatowmx komnoHeHT ABC,;

— opraHu3aumust U KOHTPOIb MU30MALUUN U MHPOPMAaLIMOHHOIO B3anMMOOENCTBUS
cermMeHTa paspaboTku, CerMeHTa TECTUPOBAHUS U CETMEHTOB BbIYUCIUTENbHbIX CETEN,
B KOTOpPbIX B KOTOpbIX pacrnonaralwTcs CpPeacTBa BbIYUCIIUTENBHON TEXHUKMU,
ncrnosnb3yemble AN peanusaunm 6aHKOBCKMUX TEXHONOMMYECKUX NPOLECCOB;

— ynpaBrieHne OOCTYrnoM K pecypcaM, cpeacTBam pas3paboTku U TeCTUPOBaHUS
cneunannanpoBaHHbIX GAHKOBCKMX NPUNOXEHUIA, B TOM YMCHE UCXOAHbLIM daninam;

— perucrpaumio " KOHTpPONb  OENCTBUI C  McXoaHbIMU dannamu
crneumnanmampoBaHHbIX GAHKOBCKUX MPUNOXEHUN;

— OpraHmnsauuna aHTVIBI/IpyCHOI7I 3alunThbl n KOHTpPOJ1b MCroJib30BaHUA
KOMMYHUKaUNOHHBLIX NMOPTOB CpeacTB BbIYNCIINTENBHON TEXHUKMN.

8.5. B cpene pa3paboTku M TECTUPOBAHUS HE PEeKOMeHAYeTCs UCMONb30BaHUe
pearnbHblX  OaHHbIX, MNOMNYyYEeHHbIX B  pe3ynbTaTe peanusauMnm  BGaHKOBCKUX
TEXHOIOMM4YeCcKknx NpoLeccoB.

B cnyyae ecnu agna TectupoBaHWs HeoOXoOuMbl AaHHblE, MakCUMaribHO
NpUBNMXKEHHbIE K peanbHbiM, pekomMeHayeTca (opmMuMpoBaHME TECTOBbIX MaCCHMBOB
AaHHbIX NyTeM HeobpaTMMoro o6e3nMunBaHus, MACKMPOBAHUSA W (MNN) UCKaKEHMUS
CBEAEHUN, MOMy4YEHHbIX B pe3ynbTaTe peanusaumm 6aHKOBCKMX TEXHOSOMMYEeCKMxX
npoueccoB. He pekoMeHOyeTCs UCMNOoSib30BaHUE B TECTUPOBAHUM KaKUX-NMOO AaHHbIX,
B OTHOLUEHMM KOTOPbIX Ha OCHOBaHWW 3akoHopaTenbcTBa Poccuinckon depepaumn,
HOpMaTMBHbIX akToB baHka Poccumn, BHyTpeHHUX AOKyMeHTOB opraHusauun BC PO n
(vnn) DOroBOPOB C KMIMEHTAMU M KOHTpAreHTamu pacnpoctpaHaeTca TpeboBaHue K
obecneyenuto Vb.

8.6. TecTnpoBaHue NOSTHOTbI U KOPPEKTHOCTU peanu3aunn TpedosaHui UT3 Ha
nogcuctemy b ABC pekomeHayeTcst NpoBOANTL B TPY CTaauN:

— HenocpeacTBEHHO B xode pa3paboTke NporpaMMHbIX KOMMNOHEHT ABC;

— nepen BbIMyCKOM UHANbLHOMW Bepcuu paspabaTtbiBaeMblX MPOrpamMMHbIX
komMmnoHeHT ABC;

— B Xxofe npegsapuTenbHbix ncnbitannin ABC.

8.7. B xogme TecTMpoBaHMA B pamkax pa3paboTkm cneunanuanpoBaHHbIX
GaHKOBCKMX  MNPUSIOXXEHU  PEKOMEHAYeTCs MPOBOAUTbL  ABTOHOMHYIO  MPOBEPKY
KOppekTHoCcTM  peanu3auum  TpeboBanHmn YT3 nogcuctembl WMB  ABC «
paspabaTbiBaeMbiM crneunanm3MpoBaHHbIM GaHKOBCKMM NPUITOXEHNAM.
BaaumopencTtemne paspabaTtbiBaeMbiX crneumann3mpoBaHHbiX 6aHKOBCKUX MPUITOXKEHWI
¢ obecneumBatrowmmm komnoHeHtamm ABC un mnx dyHkumamu obecnevenns U6  npwm
9TOM, KaK NpaBumo, He TECTUPYeTCs, a camun obecneudnBaroLne yHKLNN IMYNUPYIOTCSA
C noMoLbl TecT-nporpaMmm. [laHHOM TecTMpoBaHWE peKoMeHOyeTCA NpoBOAUTb
pa3spaboTymkamu B cpefe pas3paboTku cneumanmampoBaHHbiX GAHKOBCKUX MPUNOXEHUN.
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8.8. lNepen BbiNyCkOM OUHANBHOWM BEPCUM Creumanm3MpoBaHHbIX ©aHKOBCKUX
NPUNOXEHNN pekoMeHAyeTCs MNpPOoBOAUTL TeCTUPOBAHWE MOMHOTbl U KOPPEKTHOCTU
BbliNnofiHeHnA TpeboBanmn YT3 Ha noacuctemy UMB ABC Kk paspabatbiBaeMbiM
crneumann3npoBaHHbIM  BaHKOBCKMM MPUITOXEHUAM C Y4eTOM B3auMOAEWCTBUS C
obecneunBarowmmmn KomnoHeHtamn ABC, B TOM uucne pasgensembiMu. [aHHoe
TeCTUpOBaHME peKoMeHAyeTcsa MnpoBoauTb paspaboTyvkamMmy B TeCTOBOW cpefje,
BKMovawwen B cebsa Bce koMnoHeHTbl ABC, pasMelleHHble W HACTPOEHHble B
COOTBETCTBMM C MNPOEKTHOM [OOKYMEeHTaumen, u BocnpousBogswen Onuskme K
pearibHbIM YCMOBUS UX SKCNyaTauuu.

8.9. [1ns TectnpoBaHusa paspabaTbiBaeMbiX Crneunann3npoBaHHbiX 6aHKOBCKUX
NPUNOXeHNNn pekoMmeHayeTcs paspabotaTtb W nogaepxumBaTbCA B akTyarlbHOM
COCTOSHMM MporpaMMmy TEeCTUPOBaHWS, BKNo4vawowas B ceba npoBepky BbIMOMHEHMWS
Bcex TpeboBaHun k obecneveHnto Vb, yctaHoBneHHbix B UT3 Ha nogcuctemy b ABC,
B TOM YMCRE NPU HEKOPPEKTHbIX 3HAYEHNAX BXOOHbIX AaHHbIX, HepaboToCNoCOBHOCTM
dyHkuMn obecneyeHns UMb npounx obecneumBarowmx KomrnoHeHT ABC M MHbIX
BO3MOXHbIX  HeWTaTHbIX  pexumax  QyHKumoHmpoBavna  ABC.  [porpamma
TECTUPOBaHUA [OOMMKHA WAEeHTUMUMpoBaTb BCe TeCTbl W OEMOHCTPUPOBaTb
COOTBETCTBYHOLUMMUN TECTaMW MOMHOTY BbINONHeHUs TpeboBaHun UYT3 Ha nogcucrtemy
VB ACB.

Ana kaxpgoro Tecta AofmkHa OblTb JOKYMEHTMPOBaHa MeToAMKa TeCTUPOBaHWUS,
cocTaBrisiemasi Ha OcHoBe MHdopMauumn 06 uHTepdencax yHkunn obecneyeHuns UMb,
BKIOYaKLMe WUCXOAHble AaHHble, MNOCneAoBaTeNbHOCTbL MPOBEPOYHbIX AENCTBUMN,
OXngaemMbl pes3ynbTaT BbIMNOSIHEHUS TecTa U KPUTEPUN YCNELIHOro MU HeycrnewwHoro
BbINOSIHEHUA TecTa.

dakT BbINOMHEHUS TECTA AOSMKEH noarBepXXaaTtbCA NMPOTOKOJIOM TECTUPOBaAHUA,
cogepxawmm  Ogaty TectupoBaHuA, YKa3aHMe Ha MeTOoOuKy TeCTupoBaHWUA,
ncnoJsib3oBaBLlME MpU BbINOJIHEHUN TE€CTa UCXOAHble OaHHbIE, ﬂOﬂy‘—IeHHbII7I pesynbtart
n pelieHne 06 ycnewHoM uinmn HeycnewHoOM BbINOJIHEHUN TeCTa.

K MOMeHTy Bbinycka uHanbHOM Bepcuu paspabaTbiBaeMbiX NPOrpaMmHbIX
komnoHeHT ABC KOpPpPEeKTHOCTb peanu3auum ux QyHKUMA 6e30nacHOCTM LOrKHa
noaTBepXxaaTbCa  MPOTOKOaMuM  TeCTUPOBaAHWUA, AEMOHCTPUPYHOLLMMU  YCMELIHOe
BbINOSIHEHNE BCEX TECTOB, NPEAYCMOTPEHHbLIX MPOrpaMMon TECTUPOBAHUS.

8.10. Ana ABC, peanu3ylowmx ©OaHKOBCKAA MMATEXHbIN TEXHONOMMYECKUN
npouecc WnNM npegHasHaveHHblX And  obpaboTkMm  nepcoHanbHbIX  AaHHbIX,
pekoMeHayeTcsa nepen npoBedeHWEM npenBapuUTENbHbIX MCNbITAHUA OCYLLECTBNATb
aHanuM3 ucxogHoro koga paspabaTbiBaeMblX C crneumanmanpoBaHHbIX ©HaHKOBCKMX
NPUITOXEHUIA C LENbIO BbISBEHNSA TUMOBbLIX OLLIMOOK NpOrpamMmMmMpoBaHunst, NPUBOASALLMNX
K BO3HUKHOBEHMIO YA3BUMOCTEN.

PekomeHgauum K NpoOBEOEHVMIO aHanmusa WCXOOHOro koga npusBedeHbl B
NPUNOXEHUN 2 K HACTOSILLLEMY AOKYMEHTY.

8.11. B xoage npegsaputenbHbix ucnoitaHun ABC pekomeHayeTcs npoBegeHue
HEe3aBMCUMMOro UM COBMECTHOIO C pa3paboTynkoMm crneumanmuampoBaHHbIX BaHKOBCKUX
NPUMAOXEHNN MOSTHOFO TECTUPOBAHUS C LENbl MPOBEPKM MOSTHOTbI U KOPPEKTHOCTU
peanusaunn Bcex TpebosaHun YT3 Ha noacuctemy M6 ACB npyMeHUTenbHO KO BCEM
komnoHeHTam ABC. [lpeaBapuTenbHble MWCMNbITAHUA PEKOMEHAYeTCA NpPoOBOAUTL B
TecToBoM cpege, Bknwovawwen B cebss Bce komnoHeHTbl ABC, pa3melleHHble U
HacTpOEeHHble B COOTBETCTBMW C MPOEKTHOM [OOKYMEeHTauuen, U BOCNpou3BOAsLLEN
6rm3KkMe K peanbHbIM YCIIOBUSIM UX SKCNyaTauumm.

I'Ipep,BaleTeanble UcnblTaHna pekomMeHayeTcd npoBoAUTb B COOTBETCTBUKU C

nporpaMmmon 1 MeETOAMKOW UCMbITaHUWA, B KOTOPOW AONS1 KaXOoro MHTepdenca kaxaoomn
dyHKUMn obecneveHnss b gomkHbl OblTb NpegyCMOTPEHbI Npouenypbl TECTUPOBAHMS,
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COOTBETCTBYIOLUME 3ITOMY WHTepdency. TecTupoBaHMe [OIDKHO noaTBepXaaTb
KOPPEKTHOCTb:

— peanusaumn yHkumm obecnevenHuns Wb npu pgoctyne K Henw yepes
TeCTUpyembln NHTepdeNnc;

— BbI30BOB Heobxoaumblx yHkuun obecnevenns WB obecneynsatoLmx
komnoHeHT ABC, B TOM uncne pasgensiembix.

TecTbl OOMKHbI OEMOHCTPMPOBaTb COOTBETCTBME Pe3ynbTaToB BbIMNOSHEHMS
dyHKuun obecneveHma UB Ha 3agaHHbIX Habopax UCXOAHbIX AaHHbIX TpeboBaHMAM
©es3onacHocTu, 3agaHHbIM B YT3.

8.12. lNpoBeneHne npeasapuTenbHbIX ncnblTaHUM pekomMeHgyeTcs
OCyLecTBNATb € yd4eTom nonoxeHun ctaHgapta OCT 34.603-92 «MHpopmaumoHHasa
TexHonorusi. Buabl ncnbiTaHMM aBTOMaTU3NPOBAHHBIX CUCTEMY.

8.13. o pes3ynbTaTaM BbINOSHEHNA CTagum co3gaHus u TectupoBaHna ABC
pekoMeHayeTCHa NPoBeCTN HeOBXOANMbIE KOPPEKTUPOBKN MPOEKTHOM AOKYMEHTaunn Ha
ABC.

8.14. B coctaB aKcnnyaTaunmoHHOW [OOKYMEHTauun, BKro4vas MHCTPYKLMN
3KCnslyaTauuoHHOro nepcoHana, B ToM u4ucrne agmuHuctpatopa WB  ABC,
pekoMeHAayeTCa BKMYaTh crneayowmne cBeaeHus:

— onncaHune coCtaBa 3allUTHbIX MepP B NMPUBA3KE K KOMMNOHEHTaM ABC;

— onucaHWe cocTaBa, TpeboBaHWIA K pasMELLEHUIO, MapamMeTpoB HACTPOWKK
(cTaHOAPTOB KOHUrypaLmit) TEXHUYECKMX 3aLLUUTHBIX MEp;

— OMucaHWe npaBuN 3KChfyaTauuu TEXHUYECKMX 3alUMTHbIX Mep, BKIoYas
npaBuna mx OOHOBIEHWUs, YyNpaBreHUs U KOHTPOMs UX 3Kchfyatauuu, B TOM 4ucre
napamMeTpoB MX HAaCTPOWKM;

— TpeboBaHWs U pernameHTbl peanu3aunm opraHn3aLMoHHbIX 3aLUMTHBIX Mep;

— TpeboBaHusa K kagpoBomy obecnedenuto nogcuctemol UB ABC, onucaHue
porier N PyHKUUIM IKCNyaTUpyoLero nepcoHana;

— TpeboBaHUA K COCTaBy M COOEPXKaHUK OpraHM3auMOHHbIX MepOnpUATUR,
HeobXoauUMbIX K MpoBeAeHMo Ana obecnedyeHns pasBepTbiBaHUS M IKChnyaTaumm
nogcuctembl VB ABC, TOM u4ucne MeponpuaTUM MO  Ha3HAYEeHUK ponen
3KCnslyatauuMoHHOro nepcoHana, o6yyeHuo, WHMOPMUPOBAHUIO U MOBbILIEHUIO
OCBELOMJSIEHHOCTI 3KCMyaTaunoHHOro nepcoHana v nonb3oBaTtenen;

— onucaHve npaBun  Ku  npouenyp obecnedeHnss  MHEOPMALMOHHOM
GesonacHocTM npu cHATUM Cc akcnnyataumn ABC wvnu no okoH4YaHuio o06paboTkm
MHopMauuu.

8.15. Ina ABC, KOMMOHEeHTbl KOTOPbLIX MpeanonaraeTcss pasMelaTb Ha
CpeacTBax BbIYMCIIUTENBHOW TEXHUMKM KNMEHToB opraHu3aumm BC P®, B cocTtas
3KCnsyaTauuoHHOM  OOKYMEHTauMM  pekoMeHAyeTCA  BKMOYEeHWe  OTAeSIbHbIX
AOKYMEHTOB, NMpeAHasHayYeHHbIX A8 pernaMmeHTaumm akcnnyataumm koMmnoHeHT ABC
Ha CTOPOHE KNueHTa:

— onucaHue coctaBa koMnoHeHT ABC, akcnnyaTupyeMbix Ha CTOPOHE KITMEHTA;

— MOpsidoK peanu3aumMm Mep, NpUHUMaeMble Ansi o6ecrneyeHusl LenoCTHOCTH
cneumanua3MpoBaHHbIX GaHKOBCKUX MPUMNOXEHWUIA 1 obecneymBatolmx komnoHeHT ABC,
nepeaaBaeMblX Ha CTOPOHY KIMMEHTA;

— TpeboBaHMs K coCcTaBy, BepcusM M HeobXxoAMMbIM HacTponkam, B 4acTu
obecneyveHus Vb, nporpammHoro obecneveHnsa cpenbl PyHKUMOHMPOBAHNSA KOMMOHEHT
ABC Ha CTOpOHEe KNNEeHTa;
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— nopsagok obHoBneHuss kKomnoHeHT ABC, akcnnyaTupyemblX Ha CTOPOHe
KnneHta, a Takke TpeboBaHMs OOHOBMEHUIO MPOrpamMMHbIX KOMMOHEHT cpeabl WX
OYHKLMOHUPOBAHUS;

- Tpe6OBaHVIFI K COCTaBy, BEpCUAM, OOHOBMEHNIO U HaCTpOVIKaM TEXHUYECKUX
3alUNTHbIX Mep, NPUMEHAEMbIX Ha CTOPOHE KITMEHTA.

9. Ctagusa npuemMKu v BBoaa B AeUCTBUE

9.1. OcHOBHbIMM 3agavYamMu Ha cTaguu NPUEMKUM M BBOAA B AENCTBUE, B 4acTu
obecneyvyeHunsa Vb, aenatoTcs:

— KOHTpOSfib  pasBepTbiBaHMe  KomrnoHeHT ABC B MHMpopMaLMOHHON
HppacTpyktype opranmsaumm BC PP, ncnonblyemon ana peanusaumm 6aHKOBCKUX
TEXHOSTOrMYeCcKMx NpoLeccoB (MPOMbILLIIEHHOW cpeae);

— [rnpoBegeHne OMbITHOWN SKCnnyaTtauuu,

— yCTpaHeHue HegocTaTKoB B peanu3aumm TpebosaHun YT3 Ha noacuctemy
b ABC,;

— npoBeaeHune npnemMmoyHble UCnbliTaHUA.

9.2. Ina KoHTpons passepTbiBaHMS KomMrnoHeHT ABC B npomeblwneHHON cpene
pekoMmeHayeTcs:

— obecrneunTb  KOHTPONb  KOPPEKTHOCTM  BEpPCUM UM LENOCTHOCTU
cneumanmanpoBaHHbIX 6aHKOBCKMX MPUITOXEHUI Npu nepeaaye n3 cpeabl pa3paboTku u
TECTUPOBAHUS B MPOMbILLMIEHHYIO cpeay;

— obecneunTb  KOHTPOSlb  BbIMNONHEHUsT  TPeGOBaHWN  MPOEKTHOW U
3KCNNyaTaunMoHHOW AOKYMEHTaUUN B 4acTu pa3MeLLEHUS U YCTaHOBIEHUS NapamMeTpoB
HACTPOMKN TEXHUYECKUX 3alUMTHBLIX MeEp, peanusauum OpraHM3auMOHHbIX 3alUUTHBLIX
Mep, pacrnpeneneHust U HasHa4yeHus ponen.

9.3. OnbITHyt0 akcnnyataumio ABC pekomeHayeTcs NpoBOAUTL C  YYETOM
nonoxenun NOCT 34.603-92.

9.4. B pamkax NpoBeAeHUs1 ONbITHOW 3Kcnnyatauun, B Yactu obecneyenusn UMb,
pekomeHayeTcs nposegeHne NpoBepKU KOPPEKTHOCTM PYHKLUMOHNPOBaHUS
nogcuctembl 6 ABC B NpOMbILINEHHON cpefe, a Takke MPOBEPKM  BO3MOXHOCTU
peanu3auMn Ha aTane JKcnayatauun MnorIOKEHUN MNPOEKTHOW W 3KcnnyaTauMOHHON
OOKYMEHTaLMM B YaCTu:

— KOHTpOMs aKchnyaTaumMm TEXHUYECKUX 3aLlUMUTHBLIX Mep, BKMYas npasBuna ux
O0BHOBNEHMS, YyNpaBeHNsl U KOHTPONS NapaMeTPOB UX HACTPOMKK;

— KOHTPOSS peanusauum opraHm3aumMOHHbIX 3alUUTHbLIX Mep;
— TpeboBaHui Kk kagpoBomy obecnedeHuto nogcuctemsl b ABC.

9.5. [lononHuTensLHoO B paMKax npoBeneHnA ONbITHON KCcnnyartauunnm
pekomeHayeTcA npoBeneHne KOMMMEKCHON OLEHKM 3alUULLEHHOCTU, BKOYaroLLen
npoBeageHme.

— TecCTnpoBaHMe Ha NPOHUKHOBEHUE;
— BbIdABJITIEHNE U3BECTHbIX yFI3BI/IMOCTeIZ komnoHeHT ABC.

KomMnnekcHylo OuEeHKY 3alUMLLEeHHOCTM pekoMeHayeTcs nposBoauTb  6e3
yBeAOMIIEHNSA MNepcoHarna, 3a4e/CTBOBAHHOIO B OMbITHOM akcnnyatauum ABC, uJTo,
cpean npo4Yero NoO3BONUT OLEHUTb FOTOBHOCTb NepcoHana K BbINOfIHEHMIO TpeboBaHui
OOKyMeHTOoB opraHudaumm bC P® B yactu pearnpoBaHus Ha HUMaeHTsl Vb.

PekomeHgauum K MPOBEOEHVMIO OLEHKM  3alULEHHOCTU NpuBEAEHbl B
NPUNOXEHUN 3 K HACTOSILLLEMY AOKYMEHTY.
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9.6. Mo pesynbTaTam OMNbITHOW 3KCMyaTaLUN PEKOMEHOYETCS:

— [OOKYMeHTanbHO 3aumkcupoBaTb COCTaB BbISIBIEHHbIX HELOCTAaTKOB B
peanusaunn nogcmuctemsl b ABC;

— MO KaXaoMy HedoCTaTKy MPOBECTM OLEHKY PUCKOB W MPUHSITb peLleHne o
BO3MOXXHOCTW UX YCTPaAHEHUS! HA CTaaumW SKChyaTauuu;

— COCTaBWUTb NNnaHbl YyCTpaHEeHUs HedoCTaTKOB B peanu3auun noacuctemsl Vb
ABC;

— TMPOBECTM MEPONPUATUS MO YCTPAHEHUIO KPUTUYHBIX, C TOYKM 3pEeHUus
obecneyvenunsa Vb, HegocTaTKkoB B peanuaaumm nogcuctemsl b ABC.

9.7. lNocne npoBefeHUs yCTpaHEeHUs HedOCTaTKOB B peanu3auun noacucteMbl
NB ABC pekomeHayeTCcsa NpUHATUE peLleHnst O CocTaBe M HeOBX0aMMOCTM NpoBeaeHUs
MEPONPUSATUA MO NOBTOPHOMY TECTUMPOBAHMUIO U ONbITHOW akcnnyaTaumm ABC un (mnu)
€€ KOMMOHEHTOB C Y4YeTOM BbINOSIHEHHbLIX A0PaboTOK W  YPOBHSA KPUTUYHOCTU
YyCTpaHseMbIX HE4OCTaTKOB.

9.8. Mo pesynbTaTtaM ONLITHOW 3KCNIyaTauum pekoMeHOyeTcs paccMoTpeTb
HeobxoOMMOCTb MepecMoTpa NPOEKTHOW U (MNn) aKcnnyaTauMoHHON OOKYMEHTauun U,
B Crny4ae HeobXxoAMMOCTH, BbIMOMHUTL TakoW NepecmoTp.

9.9. [locne ycTpaHEHUs KPUTUYHbLIX HEQOCTATKOB B peanu3auun noacuUCTEMbI
MB ABC, BbIsiBMEeHHbIX B XO4e ONbITHOW 3Kchnyatauun, nNpoBOASATCA MPUEMOYHbIE
ucnolTaHms. OnpegeneHne coctaBa U nopsigka NpoBeaeHUs NPUEMOYHbIX MUCMbITAHWUI
pekoMeHayeTCcs ocyLecTBATb ¢ y4eTom nonoxeHun NOCT 34.603-92.

9.10. lNpuemMoyHble UCNbITAHUS  MNPOBOAATCSA Ha  OCHOBE  pe3yfibTaToB
npenBapuTenbHbIX UCMbITAHWA, ONbITHOW 3KCnnyaTtauunm M pes3ynbTaToB YCTpaHEeHUus
KPUTUYECKMX HEeOOCTaTKOB, BbISIBSIEHHbIX Ha CTaguu OnNbITHOM akcnnyatauun. Kpome
TOr0O B paMKax [MPUEMOYHBIX WCMbITAHMMA MOrFyT MNPOBOAUTLCA  BblGOPOYHbIE
MEpONpUATUS N0 TecTUpoBaHU yHKUMA obecnevyeHnss VB, npeoyCcMOTpPEeHHble K
NpOBEOEHMNIO B paMKax NpeaBapuUTEnbHbIX UCMbITAHUNA.

10. Ctagua akcnnyaTtauus

10.1. OcHOBHbIMM 3aJavamMu Ha cTaguu 3KcnnyaTaumm, B 4YacTu obecneveHus
B, asnatoTcsa:

— KOHTpPOJIb COCTaBa, MECT pa3MeLleHna U napamMmeTpoB HACTPOEK TEXHNYECKUNX
3aLlUUTHbLIX Mep,

— KOHTPOIJ1b BbIMNMOJIHEHUA NpaBuil 3KCrJtyatTaunum TeXHU4YeCKMX 3allmUTHbIX Mep,
BKIO4anaA npasuiia oBHOBEHNA U ynpasneHua;

— KOHTpPOJiIb  BbINOJIHEHUA  pernamMeHToB peanun3daumn  opraHm3aulUOHHbIX
3alLUNTHbLIX MEP,

— KOHTpOIb peanun3aunn mMmep, nNpMHMMaemMble O5A obecnevyeHns LEnoCTHOCTM
cneunanmn3npoBaHHbIX ©aHKOBCKMX I'IpI/IJ'IO)KeHI/IIZ n obecneuymBatowmx komnoHeHT ABC,
nepegaBaemMblX Ha CTOPOHY KIMEeHTa, a TakkKe AoBedeHUA OO0 KITMEHTOB HeobXxo0aNMbIX
OOKYMEHTOB, BXOAALLINX B COCTaB 3KCI'IJ'IyaTaLI,I/IOHHOIZ OOKYMEHTaUWn;

— KOHTposnb cobnogeHnsa TpeboBaHui Kk KagpoBoMy obecrneyeHno NoaCUCTEMBI
NBE ABC;

— KOHTPOJSIb BbINOSIHEHUS OpPraHN3auUOHHbLIX MEPONPUATUIA, HEOBXOANUMBIX Ans
obecneyeHunsa akcnnyatauum noacuctembl B ABC, TOM uucne meponpuatui no
Ha3Ha4YeHUIo ponen akcnnyaTauMoOHHOro nepcoHana, oby4eHuo, HPOPMUPOBAHUIO U
NOBbILLEHMIO OCBELOMIIEHHOCTN 3KCMNyaTaunoHHOIo nepcoHara v nons3oBartenen;
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— KOHTPOSiIb TFOTOBHOCTM 3KCMyaTauMOHHOro nepcoHana K akcnnyaTtauuu
nogcuctemsbl b ABC;

— KOHTpPOSib MHGOPMUPOBAHUA MNONb30OBaTENEN O MNpaBunax aKcnnyaTaumm
nogcuctemnbl b ABC;

— nepuoanyeckyto oueHky 3awmuweHHocTn ABC (npuBegeHne MeponpuaTui
BbIsIBIIEHNE U3BECTHbIX YA3BUMOCTEN NporpaMMHbIX KOMNoHeHT ABC, TecTupoBaHue Ha
NPOHUKHOBEHWME);

—  MOHUTOPUHT coobLieHni 06 yassmmocTax ABC n pearnpoBaHme Ha HUX.

PekomeHgauum K NpoBeAEHMIO KOHTPONS napaMeTpOoB HAaCTPOeK TEeXHUYECKMX
3alWMUTHLIX Mep (BbISIBNEHME OLWIMOGOK KOHUrypaumm) npuBeneHsl B NpUoxeHnn 4 K
HacTosILLEMY [OKYMEHTY.

10.2. lMepuoanyHOCTb npoBeneHus paboT rno BbISIBIIEHUIO OLIEHKM
3alMuUeHHOCT  onpefendetca  peweHnem opraHmsauun BC PO, [Ona ABC,
ncnonb3yemblX Ans  peanu3auun  6aHKOBCKOrO  MAATEXHOro  TEXHOOrM4YeCcKoro
npouecca, pekomeHayeTcsi NpoBeeHNe KOMMNEKCHOM OLEHKM 3aLUULLIEHHOCTU He pexe
O[HOro pasa B rog.

10.3. CoobuieHnst 06 ysaA3BMMOCTSIX nporpammHoro obecneyeHust MoryT ObiTb
NonyYeHbl N3 PasriMyHbIX MICTOYHMKOB, TaKMX Kak:

— yBegomrieHus, nybnvkyemble LEeHTpamMu pearMpoBaHuUs Ha KOMMbIOTEPHbIe
nHUMpeHTol  (Hanpumep, YyeBegomneHnsa CERT [2]), nnatexHbiMn cuctemamu
(Hanpumep, yBegomneHuss nnaTtexHon cuctembl VISA [3]), npowusBoguTensmm
TEXHUYECKMX W NPOrpaMMHbIX CpeAcTB (Hampumep, YBeOOMIIEHUS  KOMMaHWu
ORACLE [4]);

— yBeooOMIeHusi, nyGnukyemble B  00OLEeOoCTynHbIX GasamMuM  AaHHbIX
ySI3BUMOCTEN, a Takke pacrnpocTpaHsieMble Mo NOANUCKE;

— coobuweHna o6 vyaseumocTsax B ABC, Hanpasnsemble CTOPOHHUMU
cneuynanuctam B agpec opraHmsaumm BC P®  wnu  nybnukyemble uvmun B
00LLeaoCTYNHbIX UCTOYHMKAX, ONs Yero pekoMeHayeTcs npegycmaTpuBaTb Cnocobbl
onepaTuMBHOM CBA3M C COOTBETCTBYHOLLMMU cheynanmctamm opraHusaumen 6C PO.

10.4. PeKOMeH}J,yeTCFI OpraHM3oBaTb BbIMOJIHEHUE OEATEJIbHOCTU MO:

— wnpeHtndmkaumm ABC, KOMMNOHEHTaMM KOTOPbIX SABMASETCA MNPOrpamMmMHoOe
obecneyveHne c BbISIBIIEHHLIMU YSA3BUMOCTSMM;

— OnpeneneHutd CTeneHn KPUTUYHOCTU BbISIBMIEHHbLIX YA3BMMOCTEN ANs
peanun3aunn 6aHKOBCKMX TEXHOMOrMYeCcKkMx npoueccoB opraHmsauum 6C PO;

— npu  HeobxoOMMOCTW  MOATBEPXOAEHME  Hanuuus  ya3BMMOCTUM  C
MCMNOMb30BaHMEM aBTOMATU3UPOBAHHbLIX CPEACTB KOHTPONSA 3aluUWEeHHOCTU  Wnn
npoBepkon Bepcui ncnonbdyemoro B ABC nporpammHoro obecneyeHms;

— TMPUHATUE pelleHust 06 yCTpaHEeHUN YsI3BUMOCTU B paMKax MeponpuaTuiA no
ConpoBoOXaeHuo 1 moaepHusaummn ABC B crniyyae ee noaTBep)KOeHUsI.

11. ConpoBoxaeHue n moaepHusauma AbC

11.1. OcHOBHbIMW 3agav4amMun Ha CTagum CONPoBOXAEHNS n moaepHu3saumm ABC,
B yacTtn obecneveHna Vb, asnatoTcs:

— obecneyeHne NpPoBeEPKN B TECTOBOWN cpeae paboTocnocobHOCTM NoacucTeMbl
B ABC nocne obHoBneHust koMnoHeHT ABC BbINONMHEHHbLIX B paMKax CONpOBOXAEHUSA
ABC;
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— obecneyeHne nepecmoTpa  SKCMMyaTaUMOHHOW  OOKYMEeHTauuuM  npu
N3MEHEeHUN NpMMeHaeMbIX Bepcuin obecneuvmBatomx komnoHeHT ABC;

— npefoTBpalleHne yTeuykn MHopmauum B pamkax paboT no conpoBOXOEHMUIO
ABC, B TOM 4yncne ¢ yyactmeM CTOPOHHUX OpraHu3aumm;

— npepoTBpalleHMe  yTeuyku  MHdopmaummM  npyu  nepegade  cpeacts
BbIYMCITUTENBbHON TEXHUKM HA PEMOHT B CTOPOHHME OpraHu3aumy;

— obecneyeHne KOHTPOMSA MOMHOTbI MPOBEAEHUA MEPONPUATMA Ha CTagusix
Xn3HeHHoro umkna ABC npu ee mogepHusaumu.

11.2. Ina npepoTBpalLleHnsa yTedykn uHdopmaumm B pamkax paboT no
conpoBoxgeHmto ABC, B TOM 4ucne ¢ yvacTMEM CTOPOHHUX OpraHuMsauun,
pekoOMeHOyeTCs OpraHu3oBaTb KOHTPOMb Nuu, OcyllecTBnsawwmx pabotel Mo
conpoBoxaeHuto ABC, co cTopoHbl paboTHUKOB opraHudaumm bC PO ¢ Bo3noxeHuem
OTBETCTBEHHOCTU 3a BbINOSTHEHUNE HeCaHKLMOHNPOBAHHbIX n (vnn)
HepernameHTUPOBaHHbIX Onepauni, BbIMOMHAEMbIX B pPaMKax COMPOBOXAEHMS, Ha
yKka3aHHbIX paboTHMKOB opraHmsauun 6C PO.

11.3. MogepHusauua ABC BkntodaeT B cebs B Heobxoaumom obbeme cragum
pa3paboTkM TEXHMYECKOro 3afdaHusl, NMPOEKTUPOBAaHMS, CO34aHUA U TeCTUPOBAHUSA,
npvemMKn 1 BBoga B AeNCTBUE.

12. CTaguAa CHATUA C 3KCnsyaTauum

12.1. OCHOBHbIMW 3afjayYamMu Ha CTaguMuM CHATUSA C 3KChnyaTauuu, B 4actu
obecneyvyenusa UB, asnsaoTca:

— KOHTpOnb cobniogeHus npasun n npouenyp obecnedeHns MHPOpPMaLNOHHOWN
6Ge3onacHOCTM Npu cHATUKM ¢ akcnnyaTtaumm ABC;

— apxusupoBaHue uHdopmaumu, cogepxawenca B ABC, B cnydae
HeobxoaMMOCTM ee AanbHENLLEro NCNOMb30BaHUS;

— TrapaHTUpOBaHHOE YHWYTOXEHME (CTMpaHue) [AdaHHbIX W OCTaTOYHOW
MHOPMaUUN C MalUMHHBIX HOocuTenen uHgopmaumm ABC u (MNKN) YHUYTOXEHUe
MalUMHHbLIX  HOocuTenen wuHdopmauun ABC, B cnyyasx NpeayCMOTPEHHbIX
3akoHogaTtensctBoM P®, HopmaTuMBHbIMM akTamu baHka Poccun n BHYTPEHHUMU
AOKyMeHTamu opraHmnsauumn 6C PO.
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MpunoxeHue 1
TunoBble HegocTaTKM B peanusauuu pyHKLUN 6e30nacHOCTH
aBTOMATU3UPOBAHHbLIX CUCTEM

1. O6bwme HepgocTtaTKu ABC 1 6aHKOBCKMX NPUNOXKEHUN
1.1. YnpaBneHue AOCTYrnom

1.1.1. Hannyune y nonb3oBaTens npaB AOCTyna, He aABnstowmxca 6e3ycnoBHO
HeobxoaMMbIMWN AN BbINOSIHEHUSA TEXHOMNOMMYECKMX onepaumin, NpeayCMOTPEHHbIX ero
posibio B opraHmsaunm 6C PO.

1.1.2. Hannune y TexHOMOrM4Yeckon YYeTHOW 3anncu, OT WMEHWU KOTOPOW
dyHKUMOHUpPYeT cocTtaBHast Yyactb ABC, npaB goctyna, He aBnsatowmxca 6e3ycrnoBHO
HeobxoaUMbIMKU ON1s1 BbIMOSIHEHNSA onepauuin, NpeayCMOTPEHHON AN 3TOWM COCTaBHOWM
yactn ABC nNpoeKkTHOM JOKYMEHTaLMEN.

1.1.3. Hanuune B ABC y4yeTHbIX TEXHOIOrMYECKNX 3annucen co CTaHAapTHbIMU
naponsMn,  3ajaBaeMblMM  aBTOMATUYECKU MpuM  yCTaHOBKE  MPOrpamMMHOro
obecneyveHus.

1.1.4. Peanuzaunss B ABC OuCKpPeUMOHHON, MaHOATHOM WM WHbIX MoAenewn
yrnpaBneHns JOCTYyNnoM BMECTO posieBon Mogenu.

1.1.5. OtcytctBne B ABC BCTpOEHHbIX cpeacts (hopMMpPOBaHMS OTYETOB O
nonb3oBaTeNaX U X NPUBUIIErNAX.

1.1.6. Peanusaums doyHKUNIA ynpaBneHnsa OCTynoM ToNbko Ha ypoBHe ABC.

1.1.7. Hannuue B rpacumnyeckom unHTepdence nonb3oBatena ABC anemeHTOB
ynpaBneHus, npegHasHavyeHHbIX OS5 BbINOSIHEHUS Onepauun, npaBa Ha BbINOSIHEHME
KOTOpbIX Y NONnb3oBaTens oTCyTCTBYET.

1.1.8. OTcyTCcTBME OrpaHUYEHNN HA KONIMYECTBO OQHOBPEMEHHbIX NOAKITHOYEHUI
(ceccun) nonb3oBaTens B ABC. YnpowaeT ncnonb3oBaHMe HapyLUTENSIMU YYETHbIX
3anucen, npuHagnexawmx coTpygHmkam oprannsaumm 6C PO.

1.2. WpeHTudmkauma n ayreHTudmkaums

1.2.1. OtcyTtcTBME ayTeHTUMKALNN CEPBEPHON CTOPOHLI NPU B3auMOgeNCTBUM
nonb3oatensa ¢ ABC n coctaBHbix Yactenn ABC mexay cobon.

1.2.2. B3anmopgenctene coctaBHbix 4Yacten ABC 6e3 ayteHTMduMKaumm
nHUUMaTopa B3aMMOAENCTBUS.

1.2.3. Ncnonb3oBaHue NPOTOKOJIOB ayTeHTUmKaumm, A0MNyCKakoLLMX
He3alMLEeHHY0 nepedayvy ayTeHTUMUKAUMOHHBIX AaHHbIX nonb3oBaTtenen (B TOM
yucne nepepady MX OTKPbITBIM  TEKCTOM WM C  WUCMNONb30BaHMEM 0OpaTMMbIX
npeobpasoBaHum).

1.2.4. BbinonHeHue B anroputmax ayTeHTuunkauunm cyXatoLux
npeobpasoBaHUn ayTEHTUMPUKALMOHHBLIX [OaHHbIX (Hanpumep, npuBegeHue Oyks
noeHTurkaTtopa nonb3oBatens W/wnu napons K OAHOMY PEerucTpy, OrpaHuveHve
KONM4yecTBa 3Ha4allMx CUMBOJSIOB Napons).
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1.2.5. Ncnonb3oBaHue npeackasyemMbix naeHTUMKaToOpoOB (Hanpumep,
Npou3BOAHbIX OT WMeHn W  daMunuu  nonb3oBaTend, coBnagawwmx C
noeHTudumkaTopamm B agpecax OneKTPOHHOW  MOYTbl, MOPSAKOBbLIX HOMEpPOB,
dopmMupoBaHue MAEHTUPUKATOPOB NO egUHOMY anropuTmy).

1.2.6. OtcyTCcTBME  MPUHYOUTENBHOIO  OrPaHUYEHNd  Ha  MUHUMAanbHYH
CMNOXHOCTb naponen (Hanpumep, orpaHNYeHUss MMHUManNbHOW ANWHBI NAapOnd, HanM4Yns
CMMBOJSIOB  pa3fnn4yHbIX KNaccoB, HecoBrnageHwe napons C WOeHTUPUKATOPOM
nonb3oBaTens, HecoBnageHne HOBOro Naponsa C O4HUM U3 paHee UCMONb30BaBLUNXCS).

1.2.7. Wcnonb3oBaHne npu CO30aHUN HOBbIX Y4YeTHbIX 3arnnucen enuHoro
nepBoOHa4YanbLHOro napons wnuM QopMMpoBaHNe Takux naposien no eauHomy
anroputMy, a Takke  OTCYTCTBME  MexaHuamMa  MNpUHYyauUTENbHOW  CMEHbI
nepBOHa4YanbLHOro Naposisg Npu NepBoM BXoAe Nnonb3oBaTend B CUCTEMY.

1.2.8. XpaHeHne B ABC naponenm nonb3oBaTenem C MWCNOSb30BaHNEM
obpatumbix npeobpasoBaHuin. [1pn HeECaHKUMOHMPOBAHHOM ocTyne Hapywutens k OC
nnn CYB[] cepBepHbix komnoHeHToB ABC NpmBOAUT K KOMAPOMETALUMN BCEX YYETHbIX
3anucen gaHHon ABC n oTAenbHbIX YYeTHbIX 3anucen B octanbHbix ABC opraHmsauum
BEC PO.

1.2.9. Vicnonb3oBaHue npouenyp CamMOCTOATENIbHOrO BOCCTAHOBMEHUS WU
CMeHbI 3a0bITbIX MOMb30BaTENAMU NApPOEN.

1.2.10. OTcytcTBME NpeaBapuUTENbHON ayTeHTUdUKauum npu CMeHe naponsd
nonb3oBartenieM. B page crnyvyaeB genaet BO3MOXHbIM 06Xx04 ayTeHTUMKaunum nytem
3alaHnA HapyLIMTernem HOBOro Napons nonb3oBaTtens.

1.2.11. OTobpaxeHne CMMBOSIOB Naponsi Npu BBOAE.

1.2.12. OTtcytcTBME  MNPOTMBOAEWNCTBMS  aBTOMATU3MPOBaAHHOMY  noabopy
NOEHTUAMKATOPOB U Naposien nonb3oBaTesien, B TOM Yncne:

— OTCYTCTBME aBTOMAaTMYECKOrO BPEMEHHOro OrOKMPOBaHUSA YYETHOW 3anucu
npv NPeBbILEHNN 3a0aHHOIO KONMYeCTBa HeyCneLlHbIX MOMbITOK ayTeHTUgUKaLmm;

— OTcyTCcTBUE MeXaHN3MOB, NCKIIOYaoLLNX BO3MOXHOCTb
aBTOMaTU3npoBaHHoro nogbopa naponen (Hanpumep, CAPTCHA).

1.2.13. lpu aBTOMATUYECKOM ONOKMPOBAHUN YYETHOW 3anucm B Crnyyae
NpeBbIlEeHNss 3a0aHHOro KONMMYecTBa HeyCrnelwHbIX MOMbITOK ayTeHTudukauum —
OTCYTCTBME aBTOMATMYECKOro pas3briokMpoBaHMS YYETHOW 3anmcu no  UCTEeYeHUn
3alaHHOr0 WHTepBaria BpPEeMEHW, YTO MO3BONHAEeT HapywuTento 6riokmpoBaTb LOCTYN
nonb3osatenen B ABC.

1.2.14. HeobxogMMOCTb BbINOSTHEHUS OTAEMbHbIX NporpaMMHbIX Moaynen ABC
C nNpaBaMmun agMUHUCTpaTopa OnepauuoHHOM cUcTeMbl. [1py HanMuuu ysa3BUMOCTEN
NporpaMMHOro Koga npunoXXeHusi NO3BONAET HAPYLUUTENO NOSTYYUTb MOSMHbLIA KOHTPOSb
Hag, NpUNoXeHWeM 1 onepaumoHHON CUCTEMOMN.

1.2.15. AyTteHTumnkaumsa nonb3oBaTenen cpegcreaMmym MNporpaMMHOroO Koaa
APM. Tlpn oTcyTcTBUMM ayTeHTUUKaUUM Nnonb3oBaTens CepBepHbIMU KOMMOHEHTaMu
ABC pgenaeT BO3MOXHbIM 00X04, ayTEHTUUKALUM HApYyLUUTESNEM.

1.2.16. Hannune ayTeHTMdUKALMOHHBIX OaHHbIX, HeobxXoauMbIX Ana [ocTyna
komnoHeHtoB ABC k npoyum ABC opranusaumm BC PO, B nporpaMmMHOM Koae
komnoHeHToB ABC n/vnun B 4OCTYNHbIX NOMb30BaTENAM KOH(UIypaumoHHbIX hannax.
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1.2.17. Wcnonb3oBaHne NpPOTOKOMOB  B3aMMOAEWCTBUSA,  YA3BUMbIX  ONA
nepexasata M NOBTOPHOIO WCMOSIb30BaHUSA MOCT-ayTEHTUPUKALUMOHHBIX AaHHbIX (XeLu-
3HayeHun napornemn, MAEHTUPUKATOPOB CECCUN, ayTEHTUUKALMOHHBIX MapKepoB U T.
Mn.), yA3BMMBbIX K NepexsaTy 1 NOBTOPHOMY MUCMNOSIb30BaHUIO.

1.3. Perucrpaums cobbITUiA U NPOCMOTP AaHHbLIX ayauTa

1.3.1. OTcytCcTBME MU  OTKMOYEHWE CPEeACTB  CUHXPOHWU3aLMuM  BpeMeHuU
onepaumoHHON CUCTEMBI.

1.3.2. OTcyTCTBME MEXAHM3MOB perncTpaumMm OTAENbHbIX TUMNOB COObLITUN,
CyLEeCTBEHHbIX Ans paccnegoBaHus MHUMOEHTOB, B TOM YuCre:

— CO3[daHWe HOBbIX YYeTHbIX 3anuce U U3MeHeHne npaB [OCTyna YYeTHbIX
3anucewu;

— HeycnelHble onepaumm (Hanpumep, oLmnbKK ayTeHTUdUKaumm,
HegoCTaToOuHble MpaBa [AoCTyna nMpv  BbIMNOMHEHMM oOnNepauui, HeaoCTYMHOCTb
NHTepgencoB coctaBHbix Yacten ABEC);

— cpabaTtbiBaHue dYHKLMN ©esonacHocTty, HanpaBneHHbIX Ha
NpPOTUBOAENCTBME KOMMNBLIOTEPHBLIM aTakaMm (Hanpumep, asTomaTuyeckoe 6noknposaHue
yYeTHbIX 3anMcen, aBToMaTuyeckoe 3aBepLleHne CecCuin, NOCTYNNeHne HEKOPPEKTHbIX
MCXOOHbIX AaHHbIX Ha BHeLWHWe u nHtepgencel ABEC);

— BbIMOSIHEHNE oOnepauuin, NpPeayCMOTPEHHbIX MOLENbK Yrpo3 B KayecTBe
COCTaBHOM YacTu peanuaaumm yrposbl.

1.3.3. OtcytcTBME B [AaHHbIX ayauTa  CYWECTBEHHbIX  CBEOEHMA O
perncTpmpyemMblx cobbiTUS, NO3BONSAIOLWINX YCTAHOBUTb OBCTOATENLCTBA HACTYMMEHUN
cobbITHA.

1.3.4. Hannune B AaHHbIX ayguTa KOHMMAEHUMANbHbIX M YYBCTBUTESbHbIX
AaHHbIX (Naponu nonb3oBaTtenemn, AaHHble NNaTeXHbIX KapT U T. MN.).

1.3.5. Pernctpauus otaenbHbIX COBbLITUA TONMbKO cocTaBHbIMM 4YacTtamu ABC,
noTeHUManbHO  OOCTYMHbIMKM  Hapywutento  (Hanpumep, APM  nonb3oBartens,
obwenocTtynHble Be6-cepBepbl).

1.3.6. XpaHeHne paHHbIX ayguTa B He3awuweHHOM Buae (Hanpumep, B
obLenocTynHoOM nonb3oBaTensam aAns naMeHeHna anne nnm Tabnuue 6asbl AaHHbIX).

1.3.7. BO3MOXHOCTb W3MEHeHUa Mnonb3oBaTeENAMU MapamMeTpoB perncrpaumm
COObITHI.

1.3.8. OTcyTCTBME BCTPOEHHbLIX WNU CREeuMann3npoBaHHbIX CPeacTB aHanmsa
AaHHbIX ayanTa, B TOM 4YnUCrne — noucka cobbiTuin no 3agaHHbiM kputepusiM. (Mo umeHn
n ngeHTndrkaTopy nonb3oBartens, Aate, BpEMEHU U T. 4.).

1.3.9. OTcyTCcTBME MEXAHM3MOB ONEPATMBHOIO yBEAOMITEHUS aMUHUCTPATOPOB
ABC 0 cobbITusAX, MMEIOLLMX NPU3HaKN MHUMAEHTa 6e30NacHOCTMW.

1.4. O6bpaboTka BBOAa 1 BbiBOAa

1.4.1. OTtcyTcTBME NpeaBapuUTENbHOW NPOBEPKN KOPPEKTHOCTU BXOOHbIX AAHHbIX
(Hanpumep, NMPoOBEpPKM OrpaHNYeHUn Ha OfNHY TEeKCTOBbIX CTPOK, OTCYTCTBUS B HUX
HeJoMnyCTUMbIX CUMBOSIOB W KOMOWHAUWA CUMBOSIOB, COOTBETCTBUS YUCHOBbIX
3HaYeHUN rpaHNYHbLIM YCIOBUSAM).
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1.4.2. Hannyne B BUOMMBIX MoONb3oBaTenaMn coobweHnsax o6 owunbkax
YYBCTBUTENBHOW MHJOpPMaLMK (Hanpumep, ayTeHTUPUKALUMOHHBIX AAHHbIX, CBEOEHWUMN,
noeHTUuMpyloWnMX  nporpammHoe  obecneyeHne  cocTaBHbiX 4acten  ABC,
ANarHoCTUYEeCKON MHopMaunn).

1.4.3. OTCcyTCTBME NPOBEPKM KOPPEKTHOCTU BbIXOAHbIX AaHHbIX, B TOM YMCheE:

— BO3MOXHOCTb  (bOpMMpOBaHUSA  CepBepPHbIMU komnoHeHTamn  ABC
MCNOMHAEMbIX annoB W CueHapueB Ha OCHOBE 3ajaBaeMblX MOMb3oBaTeENAMM
NCXOOHbIX AAHHbIX;

— BO3MOXHOCTb BKMIOYEHUS B BbIXOAHbIE [aHHble, NepegaBaemble Mexay
cocTaBHbiMM 4Yactamu ABC, dparmMeHTOB, He COOTBETCTBYHOLMX cneumprkaunam
NPOTOKOSIOB B3aMMOAEWNCTBUS W/MAM  UCNOMb3YyEMbIX ANA  3KChnnyaTaumm TUMNOBbIX
YySiI3BUMOCTEWN.

1.5. Kpuntorpadumyeckas 3awmra

1.5.1. Vcnonb3oBaHue ANns B3aMModencTBusi cocTaBHbIX Yacten ABC (B Tom

yucne — pasMelleHHbIX B npedenax KOHTPOMPYEMOW 30Hbl) MNPOTOKOSMOB, He
obecneunBaroLLNX KpUNTOrpamuyeCcKyo 3amnTy AaHHbIX.
1.5.2. OtcytcTBMe TEXHOSOMMYeCKOn BO3MOXHOCTU NCNonb30BaHNUSA

npunoxeHnem ceptudpuumpoBaHHbix CK3W npu BbinonHEHUU onepaunn, Tpebyrowmx
KpunTorpaduyeckon 3amnTbl JaHHbIX (B TOM YuCrie U B CnyyasaXx, korga BO3MOXHOCTb
ncnonb3oBaHuss  HecepTuduumpoBaHHbix  CK3W  npegycmoTpeHa  pelueHueMm
pykoBoacTBa opraHusauumn 6C P®).

1.5.3. Mpn wncnonb3oBaHMM NpPUITOXKEHNEM cepTuduumnpoBaHHbix CK3UW -
BbIMOMIHEHNE  KpunTorpaduyeckux ornepaumn C UCMNoNb3oBaHNEM MPOrpamMMHOro
UHTepdenca, xapakTepHOro Tonbko Ans onpeaeneHHon mogenu CK3U.

1.5.4. Vicnonb3oBaHve npoueayp reHepaumm Kpuntorpacuyecknx Krioyen,
A0MyCKalLWmMX BO3MOXHOCTb KOMUPOBAHWUS CUMMETPUYHOrO Kritoda W/Mnu 3akpbiTon
4YacTU aCMMMETPUYHOTO KIllo4a Nofb3oBaTeNeM.

1.5.5. Ncnonb3oBaHue ansa reHepauum nceBgoCcnyyYyamHbIX
nocrnegoBaTenbHOCTEN (Hanpumep, Ans PopMUPOBaHNSA MAOEHTUPUKATOPOB CECCUN,
challenge-3anpocos, GUID) nporpaMMHbIX reHepaTopoB, He Bxoaswmx B coctaB CK3U.

1.5.6. Ucnonb3osaHne CK3W B pexumax U yCrioBusiX, HEe NpeayCMOTPEHHbIX
3KcnsyaTaunoHHon aokyMmeHTaumen CK3N.

1.6. BesonacHasa apxuTeKkTypa u paspaboTka

1.6.1. OTkaz OT WKCMNOMb30BaHUA B NporpaMMHOM Kode KoMnoHeHT ABC
MeXaHU3MOB 3alluTbl, NPeaoCTaBSEMbIX apXUTEKTYPOW npoueccopa, onepaumoHHON
CUCTEMON W cpeacTBaMuM KOMMUASUMM Koda (Hanpumep, 3awuTbl OT nepenosiHeHns
Oycepa, 3awuTbl OT HapyweHuss 06paboTkM MCKMOYEHMI, 3aWwmUTbl OT UCMNOSTHEHUSA
KoJa B CermMeHTax CTeka U JaHHbIX, CIy4aiHOro pasMeLlleHUs CerMeHTOB B aipeCHOM
NpOCTPaHCTBE).

1.6.2. Vicnonb3oBaHne YHKLUMA CTaHOAPTHbIX BUONNOTEK, YA3BUMbIX K aTakam
nepenosiHeHust Bydepa, Npy HaNUYUM aHanoOrMYHbIX PYHKLUUIN C BCTPOEHHOWM 3aLLMTON.

1.6.3. OTcyTcTBME NpeaBapuUTEeNnbHON UHULMaNU3aumMm nepeMeHHbIX U CTPYKTYpP
AAHHbIX NPWY BblAENEHUN onepaTUBHOM NaMATH.
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1.6.4. TpucyTcTeue B onepaunoHHon cucteme, CYB[l, cepBepHbIX KOMMNOHEHTaX
npuknagHoro MO YHKUMOHMPYOLWMX U OOCTYMHbIX ANA B3aMMOLEWCTBUA CeTEBbIX
cnyx0, nCNonb3oBaHNE KOTOPLIX HE NpeayCMaTpUBaeTCA NPOEKTHOM AOKYMEHTaunen.

1.7. 3awuTa AaHHbIX

1.7.1. OtcytctBne B ABC mMexaHM3MOB OYUCTKM OCTATOMHOW MHOpMaunn rnpu
yaaneHun gaHHbIX.

1.7.2. OTtcyTCcTBME 3alUUThbl OT HECAHKLWMOHMPOBAHHOIO A0CTYyNa K pasgensemMbiM
pecypcam ornepauuoHHOW CUCTEMbI (Hanpumep, pasgenseMon namaTtv, UMEeHOBaHHbIM
KaHanam, otobpaxaembiM B NamsTb hannam).

1.7.3. HekoppeKkTHOoe wuCcnonb3oBaHWe CpeacTB CUHXpPOHM3auuMmM [ocTyna K
pasgensiemMbiM pecypcam onepaumMoOHHOM CUCTEMbl (HanpuMmep, KPUTUYECKUX CEKLMUMW,
cemadopos).

1.8. KoHdurypaumsa 6esonacHocTH

1.8.1. OTcyTCTBME MEXaHU3MOB 3allUMTbl OT HECaHKLUMOHMPOBAHHOIO AOCTyna K
HacTpoOVKaMm NPUNOXEHUS.

1.8.2. OTcyTcTBME BO3MOXHOCTM 3KCropTa HACTPOEK MPUNoXeHust B copmar,
NPUrOAHbIA ANA aHanu3a cneumnanmcToMm.

1.9. KOHTpOsnb LEenocTHOCTN U AOCTOBEPHOCTU

1.9.1. OtcytctBne B ABC cpeacTB KOHTPOMSA LEenoCTHOCTU NPOrpaMMHOro koga
N KOPPEKTHOCTM HAacTpoek cocTaBHbIX YacTen ABC.

1.9.2. OTtcyTtcTBME MExaHn3MoB 00paboTkm OWMOOK M oTKaTa K npeablayemy
COCTOSAHMIO MPU BbINOMIHEHWUW OTAENbHbLIX Onepauuin.

1.9.3. OtcytctBne MmexaHmamoB nepesoga ABC B aBapurHbI  PEXUM
PYHKUNOHUPOBAHUS MPU BbISBEHUM HApyLUEHUs LENOCTHOCTM MPOrpaMMHOro Koga
NI HEKOPPEKTHOCTWN HACTPOEK.

1.9.4. OTtkntoveHne otaenbHbiX yHKUMn BGesonacHocTu npu nepesoge ABC B
aBapUHbIA PEXUM (PYHKLNOHMPOBaHMUSI.

1.9.5. OTcyTCcTBME MEXAHU3MOB reHepaumm anarHoCTM4eCcKon nHpopmaummn npu
nepesoge AEC B aBapuiiHbI pexumM pyHKLMOHMPOBAHNA.

2. TunoBble HeQOCTAaTKU NPUSTOXKEHUN ANCTAHLUOHHOIO
GaHKOBCKOro o6cnyxmBaHus U 3NfIeKTPOHHbIX CPeACTB nrarexa

2.1. WpeHTtudmnkaumsa n ayteHTucpukaums

2.1.1. Vcnonb3oBaHne OOHOQAKTOPHOW ayTeHTUdUKaUnUM npu BbIMNOMHEHUN
JoMHaHCOBbIX ornepaumn.

2.1.2. lNpeackasyemblin anroputMm popmMmpoBaHUs OAHOKPATHbLIX Naposiern u/mnm
BO3MOXHOCTb NMOBTOPHOIO UCMOMb30BaHWUS OAHOKPATHbLIX Naponen.

2.2. besonacHOCTb TpaH3aKuumn

2.2.1. Vicnonb3oBaHne Onsa noaTBepXA4eHUa TpaH3akuui cpefcTB aBTopu3aumm
(Hanpumep, NPOCTOM  3NEKTPOHHOW  MOAMUCK),  OONyCKalWwmx  BO3MOXHOCTb
dopMMpoBaHUS MNOLTBEPXKAEHUS TPETbUMW NMUAMKU, B TOM 4YUCNEe — COTPYOHMKaMU
opranmsauun 6C PO.
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2.2.2. Bblbop MexaHu3MOB aBTopu3auMm criegyeT OCYLEeCTBAATb MCXOoasa U3
KPUTUYHOCTU TpaH3aKuMi M BO3MOXHbIX NpobnemM, KoTopble MOryT ObiTb CBA3aHHbI C
obecneyeHnemM ayTeHTUYHOCTU M LIENOCTHOCTU AaHHbIX, MPMMEpamMn HeOOCTaTKOB B
peann3aunn MexaHn3MoB MOTyT ABNATLCA:

— OTCYTCTBME CpeACTB MNOATBEPXOEHUS ANs  HEnnaTeXHblX onepauuin,
BMMSIOLMX Ha NNaTeXHbl npouecc (co3gaHve LWabroHOB MnaTeXHbIX MOPYYEHWUN.
BeaeHune cnpaBoYHMKOB PEKBM3UTOB MonyvaTenen nnatexen, ”aMeHeHme NMMMUTOB U T.

n.);
— ucnonb3oBaHve Ans (opmMMpoBaHUS 3MEKTPOHHOW LMdPOBOM NoANUCK
KMNoYeBbIX HOCUTENEN, A0MYyCKaoLWMX IKCNOPT 3aKpbITON YacTu Krtova NoanucK;

— OTCYTCTBMUE BO3MOXHOCTU NOAMNCaHUNA 3NEKTPOHHbIX MiTaTeXHbIX HOpyquMVI
ropnanveckmnx nny, NMEKTPOHHbIMU NOANMUCAMN ABYX YNOJTHOMOYEHHbIX JnNL,;

— BO3MOXHOCTb [MOBTOPHOIo UCMOJIb30BaHUA 3JIEKTPOHHOIO rnJsiaTexHoro
OOKYMEHTa,

— OTCYTCTBUE CKBO3HOIO KOHTPOJIA 3JIEKTPOHHbLIX noanucen B AJNIEKTPOHHOM
nnaTteXxHomMm OOKYMeHTE Ha BCEeX 3Tanax ero O6pa6OTKI/I.

3. TunoBble HeJOCTaTKU BeO-NpPUNoXeHUun
3.1. PasmeweHne KOMMNOHEHTOB BeO-NpumnoxeHus

3.1.1. Pa3smelleHne B €AMHON OEMUNUTaApPM30BaHHOW 30He BeO-CepBEPOB U
MHbIX COCTaBHbIX YacTen Heckonbknx ABC.

3.1.2. XpaHeHue AaHHbIX, UCMNONb3yeEMbIX BeO-CepBEpOM, a TaKkKe >XypHaros
ayauTa Ha CUCTEMHOM pasfere XXecTKOro Aucka.

3.1.3. CoBMeCTHOe pacrnofioKeHue >KypHaroB peructpauun cobbiTum U
CUCTEMHbIX hannos.

3.1.4. Hanun4yne Ha Beb-cepBepe TECTOBbLIX NPUMOXKEHUN U CLLEHapUEB, a Takke
NPOrpaMMHbIX KOMMOHEHTOB, He Bxoasawmx B coctaB ABC.

3.2. YnpaBneHue ceccusimm

3.2.1. Ncnonb3oBaHue npeackasyembiX NOeHTUUKAaTOPOB CECCUMN.

3.2.2. BO3MOXHOCTb MOBTOPHOrO WCMONb30BaHUSA MAeHTUdukatopa ceccum (B
TOM 4YucCne — UCnonb3oBaHWe OOMHAKOBbIX UOAEHTU(UKATOPOB B HECKOSbKUX CECCUSAX
OAHOro norib3oBaTens, HEUM3MeHHOCTb WAeHTU(MKaTopa ceccuu nocrne MNOBTOPHOW
ayTeHTUduKaumm nons3osartens).

3.2.3. BO3MOXHOCTb WCMOMb30BaHNA WOEHTUdMKATOpa Cceccum nocre ee
3aBepLUeHus.

3.2.4. PackpblTve wuaeHTU(UKATOPOB cCceccui, B TOM 4ucre nepefaya
NOEHTUPUKATOPOB B He3alMppoBaHHOM Buae, a TakkKe BKIKYEeHNe NaeHTUPnKaTopoB
B 3anucu ayguTa, coobuieHus ob owmbkax.

3.3. YnpaBneHue OCTynom

3.2. OTCyTCTBME KOHTPOSIA OOCTyna Ha YPOBHE WOEHTUGUKATOPOB pPECYPCOB
(URI), B TOM 4yncrne — BO3MOXHOCTb HECAHKLUMOHMPOBAHHOIO OOCTyNa K OTAESbHbIM
pasgenam u obbektam BebG-canta nytem ykasanHma wux URI B BebG-6Gpaysepe
nonb3oBaTtens.

3.3.1. BO3MOXHOCTb MPOCMOTPa COAEPXKMMOro KaTanoros Beb-canta B criyvasix,
Korga Takon npocMoTp He TpebyeTca MHPOPMaLMOHHON TEXHONOINEN.
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3.3.2. Ncnonb3oBaHne npu ob6paboTke OaHHbIX B dopmate XML BHELHUX
cywHocten (External Entity), BHewHnx napametpoB cywHocten (External Parameter
Entity) n BHewwwHnx onucaHui Tuna gokymeHta (External Doctype).

3.4. 3awmTa gaHHbIX

3.4.1. OtcytcTBME B napameTpax Beb-opMbl, NpeaHasHayYeHHbIX ANa BBOAA
KOH(MAEHUMaNnbHON MHpOpMaL MK, AMPEKTUB, 3anpeLlaoLLnx KeLUMpoBaHNE AaHHbIX.

3.4.2. Tlepepada KOH(pmaeHUMansHOM N ayTeHTUPUKALMOHHON UHOopMaunn B
coobuweHuax HTTP-GET.

3.4.3. OtcytctBue atpubyta HTTPOnly y napametpoB cookie, 3HayeHus
KOTOPbIX HE OOMKHbI OblTb AOCTYMHbI CLIEHapUsaM, BbINOMNHAEMbIM Beb-Opaysepom.

3.4.4. OTcytctBMe aTpubyTa secure y napameTpoB cookie, coaepxalimx
YyBCTBUTENbHYIO MHOpMaLuIo.

3.5. ObpaboTka BBOAa 1 BbiBOAA

3.5.1. OTcyTCcTBME NMPOBEPKM KOPPEKTHOCTU BBOAUMbBIX MOSib30BaTENIEM AAHHbLIX
WM BbIMOSIHEHWE TakoW MPOBEPKM TOSbKO CLEHapusiMn, UCMOSHAEMbIMU Beb-
Bpaysepom.

3.5.2. OTcyTCcTBME AMPEKTUBbLI, onpenendlolwen MCnonb3yeMyro KOAUPOBKY B
3aronoBkax coobuweHnn HTTP, a Takke WCnonb3oBaHME pasHblIX KOOMPOBOK Ans
pasHbIX UICTOYHNKOB BXOAHbIX AaHHbIX.

3.5.3. OTKa3 oT MCNosb30BaHUA BCTPOEHHbIX CPEACTB NPOBEPKN KOPPEKTHOCTM
BXOAHbIX MapamMeTpoB, peann3oBaHHbIX B CTaHAAPTHbLIX MPOrpaMMHbIX-6nbnuoTekax.

3.5.4. OTcyTcTBME WNKU  OTKMKOYEHME CPeACTB  NpefdoTBpalleHns  aTak,
CBSI3aHHbIX C UCMOMIb30BaHNEM TUMOBLIX YA3BUMOCTEN BED-NPUNOXEHUNA.

3.5.5. OTcyTcTBME CpPEeAcTB  KOHTPOMsS  KOPPEKTHOCTU  BXOAHbLIX  [aHHbIX,
npegHasHayYeHHbIX Ans  nocrnegywowen obpaboTkM  nporpaMMHbIMK - MOLYNSAMM,
Jonyckawwmmm nHtepnpetaumio komaHg (SQL, XPath, LINQ, LDAP, komaHgHas
obonoyka OC u 1. n.).

3.5.6. OTtcytcTBUHE npeobpasoBaHus cneuunanbHbIX CUMBOJIOB,
npeaycMOTpPeHHOro cneundukaunamm asoika HTML (Hanpumep, 3ameHbl cuMBOMoB ‘<’
n >’ cneunanbHbIMM cumBonamm a3bika HTML).

4. TunoBble HEAOCTAaTKN CUCTEM ynpaBJrieHns 0a3amMu OaHHbIX

4.1. OYHKUMOHMPOBAHME N OOCTYNHOCTb NPOTOKONOB B3aumMogenctemna ¢ CYB[,
NCNOSiIb30BaHME KOTOPbIX HE NPEeLyCMOTPEHO NMPOEKTHOW AOKYMEHTaLUNEN.

4.2. BoamoxHOCTb goctyna coctaBHbix Yacten ABC k cyHkunam CYB[ 6Ges
ayTeHTuukauunu.

4.3. Hannune y agmuHucTtpatopoB CYB[l y4eTHbIX 3anucen onepaunoHHON
cUCTeEMbl C npaBamMu, He gBnsoWMMUCA 6e3yCnoBHO HeobxogumbiMKM  ANs
obcnyxusanua CYB[.

4.4. Hannune y  TEXHOSNOMMYECKMX  YYETHbIX  3anucen,  UCMoSNb3yeMblX
coctaBHbiMn Yactamm ABC agna poctyna k CYB[, npaBa, He 4€BRASHOWUMUCA
6e3ycrnoBHO HeobxoaAMMbIMW  ONsi  BbINOSTHEHUS  MPEAYCMOTPEHHbIX  MPOEKTHOWM
OOKyMeHTaumen onepauumn.
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4.5. YcraHoBka CYB[l Ha cepBep, ucCrnonb3yembli APYrMMUM COCTaBHbIMM
yactsammn ABC.

4.6. PasmeweHne CYB[] B aemunutapmusoBaHHOM 30HE, B KOTOPYH BO3MOXEH
HenocpeacTBEHHbIN AOCTYMN BHELHUX MOMNb30oBaTeNneun.

4.7. BO3MOXHOCTb [J0OCTyrna K CUCTEMHbIM Tabnuuam u KOHGUrypaLMOHHbIM
HacTponKkaMm y nosib3oBaTerien, He ABNALMXCA agMUHUCTPaToOpaMu.

4.8. Hannune B CYDB[ OEMOHCTpaUMOHHbIX 6a3 [aHHbIX, MOCTaBNsEMbIX B
cocTaBe guCcTpubyTmea nporpammHoro obecnevexHuss CYB[.

4.9. PasmelleHne JaHHbIX HECKOSTbKMX NpunoxeHun B ogHom pasgene CYB[ B
cnyyae, Korga Takoe pasMelleHne He NpefyCMOTPEHO  SIBHO  MPOEKTHOWM
AOKyMeHTauunen.

5. TunoBble HeJOCTaTKU onepauMOHHbIX CUCTEM
5.1. YnpaBneHue fOCTYyNnom

5.1.1. OTcyTCTBME OrpaHMYeHun No CocTaBy MOfb30BaTeNen, UMeLWnX nNpaso
yAaneHHoro JocTyna K ornepaunmoHHon cucteme, u IP-agpecam, ¢ KOTOpbIX paspeLueH
Takowm AocTyn.

5.1.2. Ncnonb3oBaHne HesawmLeHHbIX U crnabosawueHHbIX NpoOTOKOSoB
yAaneHHoro gocryna K onepaunvoHHon cucteme (Hanpumep, TELNET, PPTP).

5.1.3. BO3MOXHOCTb [OCTyrna K HacTpouke napameTpoB orepalyMOHHON
CUCTEMbI, 3afaHui, XypHany coObiTUA, CUCTEMHbIM dhannam y norib3oBaTenen, He
aBnaowmxca agmmHmucTpatopammn OC.

5.1.4. 3agaHne wuHauBMAOyanbHbIX NpaB AocTyna K obbekTtaMm onepaunmoHHON
CUCTEMbl OTAESNbHBIM MNOSIb30BaTENSIM (BMECTO BKIIOMEHUS 3TUX Mofib3oBaTenien B
COOTBETCTBYHOLLME rpynmbl).

5.1.5. BO3MOXHOCTb MHTEPAKTUBHOIO BXOA4A B CUCTEMY AJ151 CUCTEMHbIX YYETHbIX
3anucen, UCNonb3yLWMXCS NPUNOXKEHUSMU N CeEpBUCAMMU.

5.1.6. Hanunune y nonb3oBartens npaB Ha yTeHne u/unn moamndumkaumo annos
B AOMALLHMX KaTanorax ocTanbHbIX NOMb30oBaTeNeNn.

5.1.7. OTcyTcTBME ANCKOBLIX KBOT, KaK NSl UHTEPAKTUBHbIX, TaK U ANA Y4EeTHbIX
3anucen (Bko4vast TEXHOIOrMYECKNE YyYETHbIE 3anuncK).

5.1.8. HecooTBeTCTBME HACTpPOEK OMNepauuoHHOM CUCTEMbI pPeKOMeHAaunam
pa3paboTymka no ee 6e3onacHOn HaCTPOWKeE.

5.1.9. Hannune B onepaumoHHbIX CUCTEMAxX CepBepHbIX KoMnoHeHToB ABC
nporpaMmHoro obecneveHuns, He NPegyCMOTPEHHOIO NPOEKTHOW AOKYMEHTaUNEN.

5.2. WpaeHtTndpukauma n ayteHTUdnKaumua

5.2.1. OToOpaxeHne Ha npurnawleHMm Ons Bxoda B CUCTEMY CBeAEHUM, Ha
OCHOBE KOTOpbIX MOryT ObITb YCTaHOBMEHbI MMEHa MNofb3oBaTenen onepalyMoHHOM
CUCTEMbI NN NONy4YeHbl Kakne-nnbo cBeaeHnsa 0 Napornsx nonb3oBaTenen.

5.2.2. BO3MOXHOCTb pocTyna K onepaumoHHOM cucTemsl yepes
BCNoMoraTtenbHble MHTepdencbl 6e3 ayTeHTuukaumm 4Yepes BCMOMOraTesibHble W
(vnn) pegko ucnonb3dyemble UHTepencel (serial-nopTel U T. 1.).
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5.2.3. OTcytcTBUME ayTeHTU(DMKaLMKM NONb3oBaTENS NPy AOCTYNe K napameTpam
BIOS, napameTpam 3arpy3uvka agpa OC, Bxoge B pexuMm BOCCTAHOBIIEHUS CUCTEMbI
(safe mode, single-user mode n 7. n.).

5.3. YnpaBneHue cuctemon

5.3.1. OTknYeHne B HACTpoKrKax siapa onepauuoHHOM CUCTEMbI MEXaHW3MOB,
HaCTPOWNKM siapa, NpeaoTBpaLLatoLLme BbiNOfIHEHME Kof4a B 0611acTu AaHHbIX U CTEKa.

5.3.2. OTKNOYeHMe B HacTporkax sgpa onepauuoHHOM CUCTeEMbl (OYHKUUN
ouYncCTkM hanna/pasgena nogkadkm BUpTyanbHOM NaMsaTH.

5.3.3. BknioyeHHaad B HacTpoukax oOnepaunmoHHOM CUCTEMbl BO3MOXHOCTb
BbIrpy3kn obpasoB obnacten namatu (4amnoB) Ha AUCK.

5.3.4. BknioyeHHaa B HacTpoukax onepauMoHHON CUCTEMbl BO3MOXHOCTb
rméepHaumn.
5.3.5. OTKNOYEeHMEe BCTPOEHHOINO  MEXCETEBOr0  3KpaHa  onepaumoHHOM

CUCTEMBI, OTCYTCTBME B HACTPOMKax BCTPOEHHOrO MEXCETEBOro 3KpaHa npaBusl
dunbTpaummn, GMOKMPYOWNX B3aUMOOENCTBME, He NpedyCMOTPEeHHOe MNPOEKTHOW
nokymeHTauven ABC.

6. TunoBble HeQOCTAaTKU TENIEKOMMYHUKaLMOHHOIo
ob6opyaoBaHusA

6.1. [pn BO3MOXHOCTM BblbOpa oOnepauuoHHOM CUCTEMbl ONA YCTaHOBKM Ha
TENeKOMMyHMKaLMOHHOE o0bopyaoBaHME — YCTaHOBKA OMEPAUMOHHBIX CUCTEM C
3aBelOMO M30bITOYHLIMU (PYHKLMOHAMNBHLIMU BO3MOXHOCTAMMN.

6.2. Wcnonb3oBaHne B  TenNeKOMMYHWKAUWOHHOM  uHGpacTpyktype ABC
KOMMYTaLMOHHOrO 06opyaoBaHus, He oGecrneyvMBaloLLEro BO3MOXHOCTb OTKMNIOYEHMUS
HEeUCnonb3yemMblX WHTEPEENCOB W KOHTPOSIb MNOAKMOYEHUS CEeTeBbIX YCTPOWCTB
(Hanpumep, no MAC-agpecam unu C ucnosnb3oBaHuneMm npotokona |IEEE 802.1x),
3awmty oOT atak Tuna «ARP spoofing», pasgeneHune ceTtu Ha CerMeHTbl C
ncnonb3oBaHnem texHonorum VLAN.

6.3. Hactponka cermeHtoB VLAN, pgonyckatowasi npucytcTBue B OOHOM
cermeHTe APM nonb3oBatenen u cepsepoB ABC, a Takke APM nonb3oBaTtenen n APM
agmuHuctpaTopos ABC.

7. TUnoBble HeAOCTaTKMU TEXHONOrMM BUPTyanu3aumm

7.1. BoamoxHOCTb [gocTyna K [AaHHbiIM BUPTyanbHbIX MaluvH (Hanpumep,
HacTpoMkam  BUpTyanbHOro  annapatHoro obecneyeHusi, obpasam  OUCKOB)
nonb3oBaTenen, He ABNSILWNXCA agMUHUCTpaToOpaMn cepBepa BUpTyanuaauuu.

7.2. lMNMpepocTtaBneHne BupTyasrbHbIM MaluMHaM AOCTyna K pasgensiemMbiM
pecypcam onepaumMoHHOM CUCTEMbI CepBepa BMpTyanusauum B CriyyasiX, Korga Takon
AOCTyn He NpedyCMOTPEH SBHO NPOEKTHOW JOKYMeHTaunen.

7.3. OTcyTcTBME CpPEeacTB MOHUTOPUHra o6bema cBOOGOAHbBIX PECYPCOB cepBepa
BUpPTyanmsauuu.

7.4. OTCcyTCTBME OrpaHNYeHns yaaneHHoro AocTyna agMMHUCTPaToOpPOB cepBepa
BMpTYyanusauum nytem orpaHnyeHust IP-agpecoB, C KOTOPbIX paspelueH AoCcTyn, u
CceTeBOro nHTepenca gnga ocTyna agMMHUCTPaToOPOB.
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7.5. Wcnonb3oBaHne Ons  yganeHHOro  aAMUHUCTPUPOBAHUSA  cepBepa
BUpTyanu3auuun ceTeBbliX UHTEPEENCOB, UCMOMb3YEMbIX BUPTYasibHbIMU MaLUUHAMW.

7.6. XpaHeHne >XypHanoB ayauta CpeacTB BupTyanusauuum B KaTarorax,
AOCTYMHbIX HA YTEeHUe u/unn sannucb BUPTYasrbHbIM MalLMHaM.

7.7. Vcnonb3oBaHne B BUPTYyasbHbIX MaluMHax o6pas3oB XEeCTKMX [OUCKOB C
ANHAMUYECKN N3MEHSEMbIM pa3MepPOM.

7.8. HenocpenctBeHHbIM OOCTYN BUPTYarbHbIX MalvH K PU3MYECKUM OUCKaM U
norn4yecknum Tomam cepsepa BupTyanusaumn.

7.9. Wcnonb3oBaHne B rpaduyeckoM WHTepdence cepBepa BuUpTyanusaumm
pacCLUMPEHHBIX MEXaHM3MOB oOMeHa AaHHbIMUM MeXAy BUpTyarbHbIMWM MallMHaMu W1
cepBepomM BUpTyanuaauuu (Hanpumep, drag and drop, copy and paste).

7.10. Acnonb3oBaHne paclMpPEHHbIX MEXaHM3MOB OOMeHa AaHHbIMU MeXAy
BUPTYanbHbIMM  MaliMHaMmun  (Hanpumep, NpPOrpaMMHOro UHTepdperica cepsepa
BMpTYyanusauun, BUPTyarnbHbIX COKETOB).

7.11. BO3MOXHOCTb M3MEHEHMS NOSb30BaTENIEM PeXMMa 3arpy3kn BUPTyanbHON
MaLLUUHbI.
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MpunoxeHue 2
PekomeHaauum K npoBeaeHNIO aHanmM3a UCXoQHoOro Koaa

1. AHanus Koaa — uccriegoBaHue, HanpaBlieHHOE Ha BbISIBIIEHWE HEW3BECTHbIX
ySI3BUMOCTEWN, CBSI3aHHbIX C OLMBKaMu nporpaMmmupoBaHusi. O6bekToM nccnegoBaHus
SIBNAOTCS TEKCTbl NporpamMm paspabaTtbiBaembix komroHeHT ABC, B nepByto ovepenb
TEKCTbl MPOrpamMm cnewumannavpoBaHHbIX GaHKOBCKUX MPUIOXEHWIA.

2. CTaTnyeckuin aHanu3 WCXOOHOro KoAda HamnpaeneH Ha uaeHTudmkaumo
noTeHUnansHoO onacHbIX parMeHToB Koda, B TOM Yncne:

— BbI30Bbl (QYHKUMA C nepefadvyer MM B KayeCTBe apryMeHToB [aHHble,
BBOAMMbI€ Monb3oBaTenem unu npuHMMaemMble U3 BHELLHUX NCTOYHWUKOB;

— TeKCTbl PYHKUNIA Npeobpa3oBaHUs (POPMAaToB AaHHbIX;

— BbI30Bbl CUCTEMHbIX (OYHKUMN U pyHKUuM obecnevenns VB paspensembix
obecneunBarownx komnoHeHT ABC, B TOM uyucne — yHKumm obecneyvenns Wb
OMepaumoHHON CUCTEMbI W CMNEUManNU3MPOBaHHbLIX TEXHUYECKUX 3alMTHbIX Mep,
dyHKUMIN BBOAA/BbIBOAA, YNPaBeHNa NamMAaTbio U CUCTEMHBIMU pecypcamu;

— TeKCTbl (PYHKUMIA, OCYLLECTBNSIOLIMX NPOBEPKY MNpaB AOCTyna W MNpUHSATUE
MHbIX PELUEHWUA, OCHOBaHHbIX Ha 3HaYeHUsIX aTpnbyToB 6e30MacHOCTY;

— TEeKCTbl (PYHKUUIN, CaMOCTOATENbHO peanuaylowmx QyHKumMmM obecneyeHus
B, B TOM u4ucne peanusaumio Kpuntorpauyecknx QyHKUUK, ayTeHTuukaumo
nonb3oBaTesien 1 NPoBEpPKY NpaB AOCTyna, reHepaunto aHHbIX MoHUTOpuHra Ub;

— TeKCTbl (OYHKUMA, npedycMaTpuBalOWMX YCTaHOBIMEHWE COeaMHEHUst C
BHELLUHMMU KOMMOHEHTaAMW C Nepeaaden UM ayTeHTUMUKALMOHbBIX AaHHbIX;

— TeKCTbl 06paboTUMKOB OLLUMOOK 1 UCKIHYEHUN.

3. B xope cratuyeckoro aHanmMsa MCXOQHOrO Koda pekoMeHAyeTcs NpoBOAUTb
MOUCK TWUMOBbLIX OLKNBOK MNporpamMmupoBaHMst (HeQOCTaToOYHAs MpoBepKa BXOAHbLIX
napameTpoB (PyHKUMIA, BKIOYEHME ayTEHTUMDMKALMOHHbBIX AaHHbIX HEMNOCPEACTBEHHO B
TEKCT nporpamMmm, HEKOppekTHoe npeobpasoBaHMe TUMNOB, HegocTaTovHas obpaboTka
OoWNBOK W WCKNIOYEHWI), a Takke onpeaenseTca cTaTudeckue nyTM UCMOSTHEeHUS
nporpaMmbl.

4. InHaMmn4yecknin aHanmn3 MWCXOAHOro KoAda 3akf4yaeTcsa B uUccnegoBaHum
ocobeHHoCcTeN anropntMoB 06paboTkM BXOAHbLIX AaHHbBIX U1 OCOOEHHOCTEN peanu3aumm
dyHKunn obecnedeHns Nb. luHammnyeckun aHanua BkroyaeT B cebs:

— uccnegoBaHne 0COBEHHOCTEN UCNOSTHEHUS MOTEHUMANbHO ONAaCHbIX PYHKLMIA
npw 3agaHnn 3aBe4OMO HEKOPPEKTHbLIX apryMeEHTOB;

— TMOCTpOEHME  AMHAMUYECKUX  MNyTerW  UCMOSIHEHUS  NporpaMmbl U
NOEHTUMPUKALNIO TOYEK NPUHATUA PeLUeHUN, CYLLeCTBEHHbIX AN BbINONHEHUS OYHKLNN
obecneyenusa UB;

—  TMOWUCK YYBCTBMUTENBbHOW MHPOPMaLUKN B ONEPaATMBHOM NaMATU U B apryMeHTax
dYHKUMI;

— uccnegoBaHne 0COOEHHOCTEN UCMOMNHEHUS NPOrpamMMbl NMpU TUMOBbLIX aTakax
(nepenonHeHune Bydepa, BHegpeHne onepaTopoB SQL B AaHHbIe, UCMONb3yeMble ANns
dopmmpoBaHung 3anpocos kK CYB/).

5. lna aHanuM3a  MCXOOQHOro  Koga  PEeKoOMEeHAyeTCs  UCMoSib3oBaHue
KnaccmukaTopoB TUMNOBbLIX OWKWOOK NporpaMMupoBaHMsi, a Takke crnocobos
BbIIBNEHNA pPa3fnuyHbIX TuUNoB ownbok, Hanpumep katanor Common Weakness
Enumeration [5].
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6. Pe3ynbTaToM uccnenoBaHUs SBMSETCA OTYET, COAEepXallnin BbISiBIIEHHbIE
YySi3BUMOCTU B KoAe paspabaTbiBaeMblx KOMNOHeHT ABC, a Takke OUEHKY CTeneHu ux
KputnyHoctn anga obecnevenma UMb opranmnsaumm BC P®. [na kaxgon BbIsIBIIEHHON
YA3BMMOCTU NMPUHMMAaETCS pelleHne o gopaboTtke nporpammHon komnoHeHTe ABC mnnu
O NMPUHSATUU PUCKOB, CBA3AHHbLIX C €€ Hann4mem.
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MpunoxeHune 3
PekomeHaauum K npoBeaeHUI0 OLIeHKU 3alULLEeHHOCTH

OueHka 3aluLLeHHOCTM 3aknto4vaeTca B nccnegosanmn ABC nnm ee KOMMNOHEHT,
LUenblo KOTOPOro SBMSIETCA BbISIBIIEHWE  YA3BUMOCTEW, KOTOpble MOryT ObiTb
MCMOMNb30BaHbl  3MOYMbIWNEHHUKOM ana  peanu3auum  yrpo3 WbB. BelgensioTtca
cnegyouine OCHOBHbIE METOAA OLEHKUN 3aLUULLEHHOCTH:

— TecTunpoBaHUe Ha NPpOHNKHOBEHWUE,
— BblABJ1IEHNE N3BECTHbIX yFI3BI/IMOCTeI7I nporpamMmmMHoOro obecneyeHus.

1. TectupoBaHue Ha NPOHUKHOBEHUE
1.1. OnucaHue meToaa

1.1.1. TectnpoBaHue Ha NMPOHUKHOBEHME SABNAETCA OCHOBHbIM METOLOM OLEHKMN
3alMLULEHHOCTIN, OXBaTblBalOWMUM BCe acnekTbl (OyHKUMOHMpOoBaHUA nogcuctemsl b
ABC, Bknto4as [encTBMA nepcoHana no pearnpoBaHMio Ha uMHUMOEHTbl B un
NPOTMBOOENCTBUE KOMMBIOTEPHBLIM aTakaMm.

1.1.2. [locTOMHCTBaMN TeCTUPOBAHUSA Ha NPOHWKHOBEHME KaK MeToda OLEHKU
3aLUULLEHHOCTN OTHOCATCS:

— BbICOKad AOOCTOBEPHOCTb CBEEHMN O BbISBIIEHHbIX YA3BMMOCTAX 3a CHeT
(*)aKTI/I‘-IeCKOFO noareepxKaeHna BOSMOXHOCTU UX NCNOJ1b30BaHUA 3ITOYMbILLUITEHHUKOM,

— [OOCTAaTO4YHOCTb pe3yNibTaToB WUcCcneaoBaHnAa AmnAd OueHKn KPpUTU4YHOCTU
BbIABIEHHbIX yFISBVIMOCTeIZ;

— HarndagHoCTb nosy4vyaeMblX pe3yribTaToB.
HepocTtatkamu TECTUPOBAHUA HA NMPOHNKHOBEHNE ABIAKOTCA:

— cnocobHOCTb  uccnegoBaTenst  BOCMNPOW3BOAUTL  TOMbKO  AEWCTBUS
HapyLUMTENs, paBHOIO UMK YCTynatLwero no kBanudukaumm, Kak cneactsme — BbICOKMe
TpeboBaHusA K kBanudukauum nccregoBaTens U HU3Kasi 4OCTOBEPHOCTb CBeAeHMI 06
OTCYTCTBUN YSI3BUMOCTEW;

— HM3Kag cTeneHb aBTOMaTM3auuu OenNCcTBUIA UccneagoBaTens, Kak cneacrsmne —
BbICOKME TPpyA03aTpaTthl MO CPABHEHMIO C APYrMMM CriocoBamMmn OLIEHKM 3aLLULLIEHHOCTM.

1.1.3. lpwu TecTnpoBaHMn Ha NPOHNKHOBEHME UCCeaoBaTeSb BbIMNOMHAET NOMUCK
ysassmmocten ABC, Bocnpou3Boasi OEWCTBUS 3MoyMbllneHHuKa. [lepen Hadvanowm
paboT Ana wuccrnegoBaTens co34alTCA YCNOBUA, 3KBUBASIEHTHbIE TEM, B KOTOPbIX
OEeNCTBYEeT NOTEHUManbHbIA 3NOYMbILLNIEHHUK. YCNOBUA NPOBEOEHUS TECTUPOBAHUSA Ha
NPOHUKHOBEHME pPa3nMyaloTca No cregyoLwmm nokasaTensm:

— Hanu4yme npas goctyna y uccnegosatens B ABC;

— pacnornoxeHue uccriegoBaTtensi OTHOCUTENBHO CETEBOro NepumeTpa 3alluThbl
ABC;

— CcTpaTernda npegocTasneHns nHgopmaumm 06 ABC.

1.1.4. TecTMpoBaHMe Ha MNPOHUKHOBEHUS pPasdenialTCA Ha UCCrnegoBaHUs C
npegocraeneHnem pgoctyna kK ABC mn 6e3 npepoctaBneHus Takoro goctyna. [pwm
nccriegoBaHUM € npegoctasreHneM OOCTyna uccregosaTternio NpefocTaBnsaoTCH
yyeTHble 3anucu gns goctyna kK ABC. lMpu uccneposaHun 6e3 npegocTaBneHus
poctyna k ABC 3agaya CcamMOCTOATENBHOMO MOMyYEHUS1  YYETHbIX  3anucen
nonb3oBatenen ABC aBngeTca coCTaBHOM YacTb TECTUPOBAHUSA HA NPOHUKHOBEHME.

1.1.5. o pacnonoxeHuto nccrnegoBaTenss OTHOCUTENbHO CETEBOro nepumeTpa
ABC TecTupoBaHMe Ha NPOHMKHOBEHME pa3feniieTcsa Ha BHeLWHee U BHyTpeHHee. [pu



PC BP NMBBC-2.X-20XX 33

BHYTPEHHEM TeCTMPOBaHMM Ha MPOHMKHOBEHME UWCCcreaoBaTento npeaocTaBnaeTcs
BO3MOXHOCTb MOAKMIOYEHUA K TEeNeKOMMYHUKaLUMOHHOMY 00O0pyaoBaHMIO B TOYKeE,
HaxoadaLWlencs BHYTPU CeTeBOro rnepuMmeTpa 3awmtbl opraHusaumm BC PO n
obecneynBaroLLieri BO3MOXHOCTb CETEBOro B3aMMOAEWCTBUSA C COCTaBHbIMU YacTAMMU
ABC. Tllpu BHewHeM TecTMPOBaHUN Ha MNPOHUKHOBEHME HayalnbHble [OeUCTBUS
nccnegoBaTens orpaHMyeHbl TONbKO ceTeBbIMU NPOTOKoNamun B3anmopaenctems ¢ ABC,
AOCTYMHbIMW  M3-3a CeTeBOro nepumeTpa 3awutbl opraHusauum BC P®. [lpu
otcytctBuM B ABC Takmx WHTepdencoB 3agaya CaMOCTOATENbHOro MNpeoaosieHus
ceTeBOro nepumeTtpa 3awmTbl opraHusaumm BC PO gaBnseTcss cOCTaBHOM 4acTbio
TECTUPOBaHUSA Ha NPOHMKHOBEHME.

1.1.6. MNpn TEecTMpoBaHUM Ha MNPOHUKHOBEHWE MOryT WCNOMb30BaTbCA [ABeE
cTpatermm npegoctaBneHna uccnegosatento mHpopmaumm o6 ABC. lMpu cTpaTteruun
«4YEpPHOro fduMKa» uccregoBaTenb OonepupyeT ToNbko Temu ceedeHuammn o6 ABC,
KOTOpble MOMy4YeHbl MM CaMOCTOSTENbHO B Xo4e TeCTUPOBaHWE Ha MPOHUKHOBEHME.
Mpwn cTpaTernn «Genoro swuka» nccnegosatento 3abnaroBpeMeHHO NpefoCcTaBnseTcs
BCA pgocTynHas wWHgopmauusa o6 ABC, Bknwouasi, Npu Hanuumm, NPOEKTHY WU
3KCnslyaTaunoHHY AOKYMEHTaUMI0, UCXO4Hble KoAbl NMporpaMMHbIX KOMnoHeHT ABC 1
BO3MOXXHOCTb NPOCMOTpa NapaMmeTpoB HACTPOVKM KOMNOHEHT ABC.

1.1.7. PekoMmeHayeTcsa NpoBefeHne TeCTUPOBAHUSA Ha MPOHUKHOBEHWNE TOSBKO C
yBEeAOMIIEHNEM IKCMyaTMpYOLWeEero nepcoHana opraHnsauum bC P® ¢ nucknioyeHnem
BO3MOXHOCTb aKTMBHOIO NPpOTUBOAENCTBUS UCCreoBaTento.

1.1.8. lNepen npoBeneHNeEM TECTUPOBAHUSA Ha MPOHUKHOBEHWE pPeKOMeHOyeTcA
onpeaenuTb HavanbHble YCNOBUA ero npoBedeHus TecTupoBaHuda. PekomeHayeTca
y4nTbiBaTb, YTO MakcMmarnbHasi MNOMIHOTA OUEHKM [OCTUraeTcss npu BHYTPEHHEM
TECTUPOBaHMUM Ha MPOHMKHOBEHUM C UCMONb30BaHMEM MPeAoCTaBfeHHOro 4OCTyna K
ABC wn ctpaterven «benoro siwmka». TecTMpoBaHME Ha MPOHMKHOBEHME MPU TaKuX
Ha4anbHbIX YCNOBUAX PEKOMEHOyeTCs NpoBOAMTb Ha cTagun npueMku 1M BBoOa B
3KcnnyaTtauuio, a Takke nocne kaxgon mogepHmsauun ABC.

1.1.9. Jlobble OencTBusi, BbINOSTHEHWE KOTOPbIX CMOCOOHbLI NPUYNHUTL YyLlepO
opraHmsauumn bC PO, BbINONHAKTCS TOMNbKO NOCNEe UX NOATBEPXKAEHUS.

1.1.10. B xoge TeCTUpPOBaHUA Ha MNPOHUKHOBEHWE BO3MOXHO MONyYyeHue
nccnegosatenemMm OOCTyna K  CBeAEHWUsIM, OXpaHseMblM B COOTBETCTBUM C
3akoHogatensctBoM P® 1 HOpMaTMBHbLIMKM OOKyMeHTamu opraHmsauum BC PO.
TpynoBble gorosopbl ¢ paboTHMKamu opraHusaumm bC P® n goroBopbl okasaHust ycnyr
C oOpraHusauusiMn, npoBOAALMMU TECcTUpPOBaHME Ha MNPOHUKHOBEHWE, [OOSDKHbI
BKIMOYaThb B cebs:

— TpeboBaHMe O COXpaHEeHUM KOHPUOEHUMANbLHOCTU CBEAEHUW, J0CTyn K
KOTOPbIM MOTEHUMANbHO MOXeT ©ObiTb MOny4eH B XO4e TEeCTUPOBaHUSA Ha
NPOHMKHOBEHME, B COOTBETCTBUN C 3aKOHOOATENLCTBOM PP 1 HOpMaTMBHBbIMKM aKTamm
Banka Poccumn n pokymeHtamm opraHmsauumn 6C PO;

— pacnpegeneHve W YycTaHOBMEHME OTBETCTBEHHOCTM ANA criyvyaes, Korga
BbIMONMHEHNE [OEeVWCTBUA B pamMKax TeCTUPOBaHUA Ha MNPOHUKHOBEHWE npuBedeT K
HeraTUBHbIM NOCNeACTBUAM U ywepby ans opraHmnsauum 6C PO.

1.1.11. OT4yeT O TECTUPOBAHMM HA MPOHUKHOBEHWE OOMKEH coaepXaThb:

— OnucaHue HayvarlbHbIX YCIOBU NCCNesoBaHWUsS U MOCTAHOBKY 3a4auu;

— onucaHwe nocnegoBaTenbHOCTU  OEUCTBUM, KOTOpble  MPUBOAUIM K
BbISIBIIEHNIO YA3BUMOCTEN UNU U3MEHEHUIO BO3MOXXHOCTEW MCCregoBaTens, a Takke
peweHns o6 oTkase OT BbINONIHEHMS 3anpaluMBaeMblX 4EUNCTBUN,

— OnucaHue BbISIBMIEHHbIX YSA3BMMOCTEN, OLEHKY CTEMEHN UX KPUTUYHOCTU Ans
obecneyeHusa Vb opranmsaumm 6C PO;
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— peKkoMeHZauumn No yCTpaHEeHWUIO BbISIBIIEHHbIX YSA3BUMOCTEMN.
1.2. CopepxaHune paboT No TeCTUPOBAHUNIO HA NPOHUKHOBEHNE

1.2.1. TecTupoBaHMe Ha TMPOHMKHOBEHME BKNOYaeT B cebsa cnegywowme
HanpaBneHus nccregoBaHnn:

— OUEeHKa 3alULLEeHHOCTU CeTeBOro nepuvMeTpa, CeTeBbIX YCTPOWCTB WU
MPOTOKOIOB;

— OUEHKa 3almLeHHOCTN 6ecnpoBOaHbIX CeTeN;

— OUEHKa 3aLUMLLIEHHOCTN BED-NPUNOXKEHWUI;

— OUEHKa 3aLUMLLIEHHOCTM ONepaLNOHHbIX CUCTEM;

— OLEHKa 3alUMLLIEHHOCTM cUCTEeM ynpaBneHus 6aszamm gaHHblx (CYBA);

— OUEHKa 3alMLEeHHOCTN CPpeacTB BUPTyanM3aumm;

— OUEHKa 3alMLEeHHOCTUN crneumanm3mpoBaHHbIX GaHKOBCKUX MPUMOXEHUI;
— OUEHKa 3alMLEeHHOCTN MOOUIbHBLIX YCTPOWNCTB.

1.2.2. lpun npoBegeHNN OLIEHKN 3aLLMLLIEHHOCTM CETEBOro NepumMmeTpa, ceTeBbIX
YCTPOMWCTB N NPOTOKOSIOB, PEKOMEHAYOTCA crneayowme MeponpuaTna:

—  uAeHTUUKauus OOCTYMHbIX MCCNeaoBaTentio CeTeBbIX YCTPOWCTB U
NPOTOKOMOB B3aMMOAENCTBUS;

—  noeHTudukauma TUMNOB YCTPOUCTB, a TaKKe CEeMENCTB U Bepcum
nporpaMmHoro obecneyeHusi, peanu3yloLWero CceTeBble MPOTOKOMbl, Ha OCHOBE
npegoctaBnsemMon UMM MHOpPMauMM KN OCOBEeHHOCTEM UX  peakuMm Ha
B3aMMOOEWNCTBUE;

— TMOMUCK WHTepdencoB yaaneHHOro Joctyna W nNpoyYnx uHTepgencos
B3aMMOAENCTBUS, [LOCTYNHOCTb KOTOPbIX M3 [AaHHOM TOYKM HEe npeaycMoTpeHa
TpeboBaHusamn Wb opraHusaumm BC PO unu npakTtukon co3gaHns 3aliMLLEeHHbIX
aBTOMAaTU3NPOBAHHbIX CUCTEM;

— npoBepka BO3MOXHOCTEM MepeHanpaBneHns ceTeBoro Tpaduka cC
NCMONb3oBaHMEM OCODEHHOCTE MPOTOKONMOB KaHanbHOrO UM CETEeBOro  YpPOBHSA,
MPOTOKOIOB aBTOMaTUYECKOro B3aVMHOr0 cornacoBaHusi napameTpoB
TENEeKOMMYHUKALMOHHOTO  0DOpyaoBaHUSA, C€O3OaHMA  TOXHbIX  CeTeBbIX  CryXb
aBTOMaTUYeCKoW agpecaumm, pa3peLleHns UMeH, CO34aHNsA NOXHbIX CETEBbLIX CMYX0;

— nogbop AaHHbIX ayTeHTuduKaumm (MMeH nonb3oBaTenen, naponen,
KnoYen) onsa gocTyna K ceTeBbiM crnyxb6am Ha OCHOBe crnoBapen CTaHOapTHbIX U 4acTo
BCTPEYaloLLMXCH 3HAYEHWUM;

— nepexBaT N NOBTOPHaA OTnpaBKa AadHHbIX ayTeHTI/Id)I/IKaLI,MVI;

— npoBepka BO3MOXHOCTM o06xoga CpeacTB 3alimTbl CETEBOro nepumeTpa
nyTeM W3MEHEeHUA 3Ha4yMMbIX TMOfle CeTeBblX MaKeToB, TYHHENUPOBAHUA W
WwnpoBaHna  OaHHbIX, neperpys3kn xypHanoB cobbitun  C3W  HesHadallen
NHG OpMaLnen;

—  MAeHTUdUKaums  OOCTYnHbIX  BeO-uHTepdencoB M HecTaHAApPTHbIX
NPOTOKONOB B3aMMOAENCTBUSA AN NOCMeayoLero aHanmsa.

1.2.3. Npn npoBeaeHMM OLEHKM 3aluLeHHOCTM 6ecnpoBOAHbIX — CeTen
PEKOMEHAYIOTCS cnegywme MeponpusaTus:

— npocnywuBaHue Tpadmka, B TOM uucne oOOHapyXeHue [OOCTYMHbIX
6GecnpoBOAHbIX CETEBbLIX YCTPOWUCTB M MX UOEHTUUKATOPOB, OonpeferneHne TeKyLlen
30Hbl pPagnoBMOMMOCTU, cBop MHOPMaLMM O KIIMEHTCKUX YCTPOMCTBax (Hanpumep,
MAC-agpeca), cbop  [OOCTYMHbIX  MAEHTU(PUKATOPOB  ceTen,  onpegeneHue
NPUMEHSAEMbIX anropuTMOB MG POBAHUS;
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— paccbifka NPOOHbIX 3anpocos (Hanpumep, Aans nepebopa
NOEHTUMPUKALMOHHBIX JaHHbIX YCTPOWCTB) M aHanM3 OTBETOB Ha NPO6HbIe 3anpochl;

— BbISIBMEHWE  HEeJOoCTaTKOB B HACTPOMKE  BCTPOEHHbIX  CPEACTB
KpunTorpaguyeckon 3amTbl 6ecnpoBoAHbIX YCTPOWCTB;

— HaBA3biIBAHWE KIMMEHTCKUM yCTpOVICTBaM JIOXHbIX TO4YeK Aoctyna WwWin
ﬂ,y6J'II/IKaTOB TO4eK AoCTyna.

1.2.4. Mpwu npoBeaeHum OLIEHKM 3aLUULLLEHHOCTH BEO-NPUNOXEHNN
peKkoMeHayTCs criegyowmne MeponpuaTUs:

— BbISIBNEHNE YA3BMMOCTEW, CBSI3aHHbIX C PaCKPbITUEM YYyBCTBUTENbHON
NHGOPMaLMKN O NPUIIOXKEHUN, B TOM YKCIE NyTEM OTNPABKN HEKOPPEKTHBLIX COOBLLEHNIA,
aHanusa CcTaHOapTHbIX CUCTEMHbIX COOBLLEHNSX 00 oLIMbKax, nomucka YyBCTBUTEIbHOM
MHdopMaLUnN B KOEe Y KOMMEHTapuaX Beb-cTpaHuL;

— nonyvyeHne CBEAEHUN O CTPYKType hannoBon cucTeMbl nepebopom nyTen u
uMmeH annos (nonHbiM nepebop, nepebop no cnoeapk, MNpPOBEpKa HanMMyus
CTaHOapTHbIX (PannioB MUCNonb3yeMblXx NNaTtdopM M CpeactB paspaboTku, MOUCK
pe3epBHbIX KONUN ¢hannos);

— NpoBepKa KOPPEKTHOCTU 06paboTku cneumanbHbiX CUMBOSIOB B napameTpax
3anpoca (cumBorbl (hopmMaTMpOBaHMS BbiBOAA, NepeBofa CTPOKU U BO3BpaTa KapeTKu,
nepexoga BblecToAWmMn KaTanor, asonHoe URL-koamnpoBaHue);

— MpoBepKa KOPPEKTHOCTN 06paboTKn napameTpoB pasfNYHON ANUHbI;

— NpOBepKa KOPPEKTHOCTM 06paboTKM YNCINOBLIX NapaMeTpoB, B TOM YUCNE He
NpeaycMOTPEHHbIX TexHomnorner obpaboTkM GONbLUMX BENWMYMH, OTpULATENbHbIX W
HYNeBbIX 3HAYEHWN;

— MpoBepKa KOPPEKTHOCTM NpuBeaeHUs U NpeobpasoBaHns TUMOB NapamMeTpPOB;

— npoBepka  KOPPEeKTHOCTM  00paboTkM  pasnuMyHoro  NpeacTaBreHust
MoNb30BaTeNbCKUX [daHHbIX, B TOM u4ucne [OybnvposBaHue 3aronoBKOB 3anpoca
oyGnupoBaHne napameTpoB CLeHapus;

— npoBepka  KOppeKkTHocTM  o0bpaboTkm  napameTpoB  yHMBEpPCANbHOro
noeHtndmkatopa pecypca (Uniform Resource Identifier, URI), B TOM u4ucne
BO3MOXHOCTU MOAOKIHOYEHUS MPOU3BOSIBHOIO BHELIHErO0 MWCTOYHUKA [LaHHbIX, WAn
nepeHanpasBfieHMsi Ha BHELLHWIA NN BHYTPEHHNIN BEG-CanT, BO3MOXHOCTb 0bpaLleHuns K
ceTeBbIM MPOTOKOMlaM, BO3MOXHOCTM 3aMeHbl [MOfIHOMO MNyTU K pecypcy Ha
OTHOCUTEIbHbLIN,

— npoBepka Hanuuma ownbok, CBsA3aHHbIX C 06paboTkon 3arpyxaembixX
dannos, B TOM uyucne obpaboTky mmeH dannoB 6e3 paclmpeHusi, HECOOTBETCTBME
paclmpeHns Tuny danna, anbTepHaTUBHbLIX paclumpeHun gnsa ¢annos OAHOro Tuna,
crneumnanbHbIX CUMBOSIOB (BKNKOYas HyrneBOW CMMBOS) B UMeHu danna;

— TNPOBEPKY KOPPEKTHOCTU WCMONIHEHUS CLEHapueB Npu MaHWUNynMpoBaHUK
BXOAHbIMM MapameTpamu, B TOM Yucne — atpubytamm 6e30nacHOCTU, UCMONb3yeMbIMU
npu ynpasrneHun 4oCTynom;

— npoBepka BO3MOXHOCTM nogdopa ayTeHTUMUKALMOHHBIX AaHHbIX, (naponewn,
BKMOYasaA crnoBapHble, MOeHTMMKATOPOB ceccuin, atpumbyToB, MCMNONb3yeMbIX AN
BOCCTaHOBMEHUS naponen);

— nposepka KOPPEKTHOCTU 0bpaboTkn NOeHTUPUKaTOPOB ceccun
nonb3oBaTenen, B Tom vmncne obpaboTky cobbiTuiA 3aBEPLLUEHUS CECCUMM, UHTEPBArioB
HEaKTUBHOCTM, COMOCTaBMEHME uWAEHTUdUKaTopa Cceccum C AO0MNOJTHUTENbHLIMN
aTpubytamn, NpsiMO WUNN KOCBEHHO MAEHTMAOUUMPYOLWMMN NOMb30oBaTeENsS WU €ero
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paboyee MeCTO, NpeaoTBpallEHME MOBTOPHOIO M MHOXECTBEHHOIO MCMONb30BaHUSA
NOeHTNPUKaATOPOB CECCUM;

— NpOBEpPKa KOPPEKTHOCTN peann3aumn MexaHM3mMmoB aBTOpPU3aL N,

— TnpoBepka KOPPEKTHOCTU MNPOTUBOAEWCTBUS aTakaM Ha  KIMEHTCKue
NPUNOXEHUS, B TOM YMCIE C UCMONb30BaHMEM MEXCANTOBOIO BbINOSHEHNS CLIEHapMEB
M Noaaenkn MexcanToBbIX 3anpoCoB;

— NpoOBEpPKa KOPPEKTHOCTU O6pa6OTKVI BXOAHbIX MapamMeTpoB cuUueHapueB Mpu
BHeOpEeHNN B HUX KOMaHO onepaunoHHbIX CUCTEeM, CUHTAKCUYECKUX KOHCprKLI,VIVI
A3bIKOB MporpaMmmMmmnpoBaHnAa U pa3MeTKN,

— npoBepka HEeBO3MOXHOCTU obxoda cpeacTB MEXCETEBOrO 3KpaHMpPOBaHMS
NPUKNagHOrO YPOBHSA MyTeM dpparMeHTauuyM [aHHbIX, CMeLlUMBaHWsI napaMeTpos,
3aMeHbl anroputMa KoaMpoBaHWS M dopmaTa npeacTaBneHust OaHHbIX, 3aMeHbl
cneumarnbHbIX CUMBOSOB MX arnbTepHaTUBHBIMW NpeacTaBNeHUsMMU.

1.2.5. NMpn npoBeaeHMN OUEHKM 3aLLUULLEHHOCTU OMEPALMOHHbLIX CUCTEM
pEeKoMeHOYHTCA crneaytoLwmne MeponpuaTms:

—  MAEeHTUdUKauna ceTeBbiX Cryx0 onepaumoHHONM CUCTEMbI MO TUMNOBbLIM
aTpmbyToM (CTaHOapTHble NapameTpbl CeTeBbIX MPOTOKOSIOB, XapakTepHbIN OTKINK Ha
YCTAHOBIIEHNE COEAMHEHUS, XapaKkTepHble O0COBEHHOCTM peanu3aumm CceTeBbIX
NPOTOKOSIOB), HANMYUSA XapakTepHbIX Cry>KeOHbIX COOBLLEHUN B CETEBOM Tpadiuke;

— TnpoBepka KOPPEKTHOCTU OrpaHWyeHust [[ocTyna K ceTeBbiM cnyxbam
OMepaLmMOHHOM CUCTEMbI, B TOM YMCN€ C WUCMOMb30BaHMEM aHOHMMHOIO/TOCTEBOrO
Aoctyna, nobopa napornen, nepexesata 1 NOBTOPHOrO/MHOXECTBEHHOIO NUCMONb30BaHUS
aBTOPM3aLMOHHbIX MapKepoB.;

— npoBepka KOPPEKTHOCTM NPOTMBOAENCTBMSA Noabopy naponen, B TOM Yucne -
OLIEHKY BO3MOXHOCTU 3M10YMbILLNIEHHMKA BrOKMPOBaTh YYETHbIE 3anncu Nonb3oBaTenen
MHOXX€CTBEHHbIMUW HEeYCMeLLIHbIMY NoMbITKaMK ayTeHTUdmKaumu;

— npoBepka BO3MOXHOCTU MOSTYYEHUA 3MOYMbILUSIEHHUKOM YyBCTBUTENBHOM
MHopMaunKn ¢ nomoLlbo crnyxebHbix ceTeBbix NpoTtokonos (SNMP, RPC, CIFS);

— TnpoBepka  BO3MOXHOCTM  peanu3aumMum  KOMMbIOTEPHbIX  atak  C
MCMNONb30BaHNEM YS3BMMOCTEN CETEBbIX CMyX0, a Ans aBTOMaTU3MPOBaHHbIX paboumnx
MECT — W NpUKNagHOro NporpamMmmHoro obecneyeHus.

Mpn Hanuummn y wuccnegoBaTensa [octyna K WHTepdencam ynpasreHUs
onepaumoHHON CUCTEMON OLeHKa 3aLULLEeHHOCTN JOMOMHNTENBHO BKtOYaeT B cebs:

— BO3MOXHOCTb 3arpy3kvM OMnepaumoHHOW CUCTEMbl B CreuuaribHOM pexume
WnM C oTyyXXgaemoro Hocutens (Mpu  duaMdeckoM [OcTyne K CcpeacTsy
BbIYMCITUTENBHON TEXHUKK), @ Takke 3arpy3ka onepaLnoHHON CUCTEMbI B CrieLManbHOM
pexume (Hanpumep, B PeXXUMe BOCCTaHOBMEHUS);

— noly4yeHne nveH nonb3oBartenen;

— NPOCMOTP AaHHbIX ayanTa U OCTaTOMHON MHGOPpMaumK (yaaneHHbix ¢annos,
obpasoB onepaTMBHOM NaMATH, COXpaHSEMbIX Npu cbosX);

— TMOWUCK ayTEeHTU(MKALUMOHHBIX [daHHbIX Monb3oBaTeneM B OCTAaTOYHOM
MHOPMaUUK,  KOHUIypauUMOHHbBIX MNapamMeTpax nporpaMmHoro  obecneveHus,
NCXO4HOM Koe NPUIOXEHUN U CKPUNTOB;

— npoBepka BO3MOXHOCTM Mepedayn ynpaBrneHusi onepauuoHHON CUCTEMOW
yOaneHHOMY KOMMbHOTEPY C  YCTAHOBMEHMEM PEBEPCUBHOrO COEOUHEHUS U
TYHHENMPOBAaHNEM CETEBbIX MPOTOKOSIOB;
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— npoBepKka BO3MOXHOCTW MOBbILWEHUS MNPUBUNENMIA C  WUCMNONb30BaHNEM
NIoKanbHO 3KCMyaTUPyeMbIX YSA3BMMOCTEM M OWMOOK B HACTPOMKE NPOrpamMmMHOro
obecneyeHus;

— nepeHanpasfeHne W MnpocrywmBaHne ceTeBoro Tpaduka B JOMeHax
KONNU3NA aHanusanpyemoro cpeactBa BblYUCIIUTENbHOW TEXHUKM nyTeM noanerku
Tabnuy npotokona ARP, noanoXHbiX CepBEPOB LMHAMUYECKOW KOHUrypauum
obopyaoBaHus 1 paspeLLeHnst UMEH.

1.2.6. MNpn npoBegeHnn oOueHKN 3awmweHHoctn CYB[ pekomeHaytoTcs
cnegyowme MeponpuaTna:

— npoBepKa KOPPEKTHOCTU (PYHKLUMOHMPOBAHUA MEXaHU3MOB WMAEHTUMKaLmMK,
ayTeHTUdUKauumM 1 ynpasrieHus JOCTYNoM npu B3auMOOENCTBMM C UHTepdencamu
ynpasnenus CYB[, B TOM 4yncne — 6r0KMpoBaHMS aHOHUMHOIO M roCTEBOro 4OCTYNa,
OTCYTCTBME CTaHOAPTHbIX YYEeTHbIX 3anncerd W Y4YeTHbIX 3anucen CO CrnoBapHbIMU
naponsamu;

— TMpoBepka KOPPEKTHOCTM 06paboTkn  MOAUMULMPOBAHHBLIX  BXOASALLMX
3anpocoB, BKIoYasi 3aMeHy napaMeTpoB NPOTOKOMa, BCTaBKY creumnanbHbIX CUMBOSOB
N KOMaH, ornepaLnoHHON CUCTEMbI B MapamMeTpbl BXOASALMX 3anpocoB A3blka SQL;

— 9KcnsyaTtaums ys3BMMocTen B ceTeBbIx cnyxbax CYB[;

Mpn Hanuuum goctyna K uHTepdencam ynpasreHns onepaumoHHON CUCTEMbI U
CYB[] aononH1MTENBHO NPOBOANTCS:

— npoBepKa KOpPPEeKTHOCTM npas goctyna K coavnam CYB[;

— npoBepKa KOHTPONs LENoCTHOCTU ucnonHsembix davnos CYB[, Bknoyas
3alnTy OT NoAMEHbI (hannos.;

— MOMUCK YyBCTBUTESTIbHOW MHGOpMaL MK (B TOM YMcCne naposnen nosib3oBaTernien)
B CcnyebHbix dannax (cdavnbl 6a3 [aHHbIX, >KYpHaANoB, pPe3epBHbLIX KOMUMN,
KOH(purypaumm, UICTOpUn KOMaHA), a Takke nepeMeHHbIX CUcTeMHbIX npoueccos CYB[;

— 9KcnnyaTauusi ysi3BUMOCTEN B XpaHMMbIX npoueayp, HanpaeneHHasl Ha
NOBbILIEHNE TMPUBWUMErNA, BbINOMHEHWE MPOU3BONbHLIX KOMaHO WM YTeHue
coaepXXMMOoro Tabnuu, M3MeHeHNe CUCTEMHbIX HACTPOEK,;

— npoBepKa BO3MOXHOCTM UCMNOMNb30BaHUSA XpaHUMbIX npoueayp Ans gocrtyna K
3awmuaembiMm obbektam CYB[] n onepaunoHHONM CUCTEMBI;

— npoBepka KOPPEKTHOCTN 06paboTkm HecTaHOAPTHLIX 3HAYEHWU NapamMeTpoB
XpaHuMbIX npouenyp (nepefada MNpou3BOSIbHLIX 3HAYEHW MapameTpoB, BHeLpeHue
onepaTtopoB SQL u komaHg PL/SQL, T-SQL, wucnonb3oBaHue KypcopoB; nepepavya
3Ha4YeHun napameTpoB PasfINYHOM OSIUHbI);

— npoBepKa BO3MOXHOCTU YTEHUSI YYBCTBUTESTbHOMN MHPOPMALMN MPUNOXKEHUHN,
BKNOYasi BOCCTaHOBIEHMe naponen nonb3oBaTtenen CYB[ v npunoxeHun ui3 xewl-
3HaYeHuMn.

1.2.7. NMpn npoBedeHUN OUEHKM 3aLUMLLEHHOCTU CpeacTB BUpTyanmsaumm
PEKOMEHAYITCA MeEpPOonpUATUA MO MNPOBEpKe BO3MOXHOCTW O0CTyna K uHTepdencam
ynpaBneHus cpeaon BupTyanusaumm un 3awmiaemMbiM o6bekTam, B TOM YUCTIE:

— npoBepka BO3MOXHOCTM noabopa naponewn K uHTepgencam ynpasneHus;

— npoBepka KOPPEKTHOCTM npaB [JocTyna nonb3oBatenen K obbekTam
BUpTyanusauuu, BKYasi NPOBEPKY BO3MOXHOCTU HECAHKLUMOHUPOBAHHOIO YTEHUS Y
N3MEHEHNSA BMPTYyaribHbIX AUCKOB, 06pa3oB onepaTMBHOM NaMsTU, KOHUIypauMoHHbIX
¢rannoB N CHUMKOB BUPTYyaribHbIX MALUWH;

—  MCnomnb3oBaHWe YSA3BMMOCTEN FMnepBu3opa U CPeacTB ynpasrieHust cpeaon
BMPTYyanusauuu.
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1.2.8. Mpn npoBedeHUN OLEHKM  3alULLEHHOCTU  creunanmn3npoBaHHbIX
GaHKOBCKMX MPUIOXEHU PEKOMEHAYIOTCS CreayroLne MeponpusaTms:

— MpocnylmMBaHMe CceTeBOro Tpadmka M MNOUCK B HEM YyBCTBUTESTbHOW
WHOPMaUNUK, BKNKYas Maponm U Xelw-3HayeHua naponen nosib3oBaTtesnien,
noeHTUUKaToOpbl CECCUN, aBTOPU3aLIMOHHbIE MapKepbl, KpunTorpagouyeckme Knw4u;

— 3anyck MnporpaMM C pasfuYyHbIMKA  NapameTpamu, B TOM  4uUcne
HecTaHZapTHbIMK, B TOM YMCM€ C WCMONb30BaHWEM 3HAYEHUIN PasNUYHOM ONUHbI,
AybnupoBaHue oOTAENbHbIX MNapameTpoB C MPUCBOEHMEM WM pPasHbiX 3HaYEeHWUW,
BKIIOYEHME B 3HAYEHUS NapamMeTpoB creumnanbHbIX CUMBOOB, KOMaH4 onepaLMoHHON
CMCTEMbI, ONEPaTOPOB UHTEPNPETUPYEMbIX SI3bIKOB MPOrPaMMNPOBaHUS;

— MOHWUTOPUHI XapakTepa B3avMOLENCTBUSA MNPUMOXEHUS C ornepaunuoHHON
cuctemMonm B npouecce (PYHKUMOHUPOBAHUA, BKNKOYas wuaeHTUukaumio dannos
OaHHbIX, codepXalnx YyBCTBUTESbHYD WHAOPMaUUIo, TPacCUPOBKY CUCTEMHbIX
Bbl30BOB;

— npoBepka NpaB AocTyrna K havnam AaHHbIX, coaepXalinx YyBCTBUTENbHYHO
MHOPMaLNIO, a TaKKe KOHTPONA LEeSIOCTHOCTU UCMOSTHAEMbIX DanroB MPUNOXEHWS.

1.2.9. MNpn npoBegeHNN OUEHKM 3aWMLEHHOCTN MOBUSTbHBLIX YCTPOMWCTB
PEKOMEHAYIOTCS cnegyolme MeponpusaTus:

— npoBepka Hanuuna 4yBCTBUTESTbHOW WHOpMaunum B annax AaHHbIX,
XypHanax ayauTa, onepaTtMBHOM NaMATU  YCTPOMUCTBA, a Takke nepegayn
YyBCTBUTENBHOMN MHpOPMaLMKN B He3aWMGPOBaAHHOM BUAE;

— npoBepka BO3MOXHOCTU YTEHUSA KIYen LWUPOBaHUSA W  3NIEKTPOHHOM
nognucuy, a Takke 3anucb U 3ameHy cepTuduKaToB KNYen Noanucy;

—  MaeHTUdUKauusa MpoTOKONOB B3aUMOLENCTBMA W MPOBEPKY BO3MOXHOCTU
NPUHYAMTENBHOIMO HaBA3bIBAHWS YCTPOWCTBY MCMONb30BaHWUS He3alMLLEHHbIX BEPCUin
npotokorioB (HTTP smecto HTTPS, TELNET Bmecto SSH, SSH1 BmecTto SSH2);

— npoBepKa KOPPEKTHOCTM 06paboTkM MOOUIBbHBLIM MPUMNOXEHNEM BXOASLLMX
napameTpoB, B TOM 4MUCRE€ C WCMNONMb30BaHMEM 3HAYEHWA pPasnNNYHON AfWHbI,
AybnupoBaHne OTAEnNbHbIX MNapamMeTpoB C MPUCBOEHMEM MM PasHbiX 3HAYEHWN,
BKITIOYEHNE B 3HAYEHUsI NapamMeTpoB cneunanbHbIX CUMBOSIOB, KOMaHA onepaumoHHOM
CUCTEMbI, ONEPATOPOB NHTEPMNPETMPYEMbIX A3bIKOB NPOrpaMMMPOBaHMS.

2. BbisiBneHne n3BecTHbIX yﬂ3BVIM0CTel71

2.1. BbisiBneHne M3BECTHbIX YA3BMMOCTEN BKNOYAET B cebsi:

— BbISIBITIEHNE U3BECTHbIX YSI3BUMOCTEN B CETEBbIX CryXbax;

— BbISIBNIEHNE TUMOBbIX YSI3BUMOCTEN B BEG-MPUNOXKEHUSIX;

— BbISIBIIEHNE N3BECTHbIX YSI3BMMOCTEN B NMpOrpaMMHOM obecneyeHnu;

— BbiABJIEHNE YYETHbIX 3anuncen ¢ napondamun, cogepxalwnmMmca B crnoBap4dx,
ncnoJsib3yemMbiX npu nposegeHnn nccrieaoBaHu4.

[laHHbIN MeTon OUEHKM 3alMLLEHHOCTU MOXET HABMATbCS COCTAaBHOW 4acTbio
mMeToda TeCTUpoBaHMA Ha NPOHMKHOBEHUE, He Tpe6yeT Hann4mna y uccriegoBaTtens
cneunarnbHbIX HaBblKOB U AONYCKaeT NOJIHYH0 aBTOMaTmn3auuto.

2.2. N3BecCTHble yA3BUMOCTU MOTYT ObITb BbISIBMNEHDI cneagyrouwmmmn cnocobamu:

—  naeHTUudmKaumen HammeHoOBaHWA W Bepcun MporpaMmHoro obecnedeHus
ABC n nouck B 6asax faHHbIX N3BECTHbIX 4SS HUX YSA3BUMOCTEMN;

— 3anyckoMm TecT-nporpamm (3KCMMOWTOB), BOCMPOU3BOAALLUMX B MOSIHOM
o0bemMe WNM 4YacTUYHO BbLIMOMHEHME KOMMbIOTEPHbLIX aTak C WUCNONb30BaHNEM
N3BECTHbIX YA3BUMOCTEN.
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2.3. B 3aBucumocTn OT HayanbHbIX yCJ'IOBVIl7I Ona BbiABNEeHNd W3BECTHbIX
yFI3BVIMOCTel7I MOTYT NCNOJ1b30BATbCA CTPpATENMN «4HEPHOIo ALLNKa» n «benoro sawmkay.

Mpw cTpaTernn «4epHOro siLMKa» MCcrneaoBaTento NpeaocTaBnseTcst AOCTyn K
cocTaBHbiM 4Yactsm ABC Ha ypoBHe npoTokona IP. lpeametom uccregoBaHus
SIBMSIOTCS YSA3BUMOCTM CeTEBbIX CNYy06 koMnoHeHT ABC, OCTYNHbIX UccneaoBaTento.

Mpun ctpaTtermm «b6enoro AwmMka» uccrnegoBaTento NpeaocTaBnseTca AoCTyn K
WHTepdencam ynpaBfneHUs  ONepauMOHHbIX  CUCTEM, TENeKOMMYHUKALUOHHbIM
obopynosaHnem, CYB[l n cepBepoB NpUoXeHUn ¢ HeobxoanmMbIMM NpaBaMn 4OCTyna.
lMpeomeTom mccnegoBaHUs ABASIOTCA BCE YA3BMMOCTU MPOrpaMmMHbIX KOMMoHeHT ABC,
CBeJEeHNs O KOTOpbIX codepxaTcsl B UCMNonb3yemMon muccneposatenem 6ase AaHHbIX
YySiI3BUMOCTEWN.

I'IpM cTparternm «benoro fAWMKa» wuccnegoBaHUs MOryT npoBOAUTLCA KaK C
ncnoJsib3oBaHMeM aBTOMAaTU3NPOBaAHHbIX CpeacTB aHalnn3da 3alulEeHHOCTU, TakK WU
BPYy4HYIO, nMNpun CTpaTtermm «4epHOro dunka» uccrnegoeaHunAa nposBoadTcd C
ncnoJib3oBaHMEM aBTOMaTU3NPOBaHHbIX CPEOCTB.

2.4. [ocToMHcTBamMM AaHHOro MeToaa OLEeHKM 3aLMLLEeHHOCTU OTHOCATCS:

— BblcOKasi [OOCTOBEPHOCTb CBEAEHUN O BbISIBNIEHHbIX YSA3BUMOCTSX MpU
MCrnosnb3oBaHUKN cTpaTernn «benoro ALmKa;

— BbICOKasi cTeneHb aBTOMaTu3auuun, HU3kMe TpeboBaHuUs K KBanMdukaumm
nccrniegoBaTenss NpU  UCMONb30BaHMM  aBTOMAaTM3MPOBAHHbLIX CPeACTB  aHanuaa
3aLUULLLEHHOCTH;

— MNPUrogHoOCTb pe3ynbTaTtoB nccnengoBaHuaA ans OLEHKHN cTeneHun
BO3MOXXHOCTU peanun3aunn yrpo3 n CterneHun TaXXectu nocneacTemn u3 peann3auunu,;

— BOCMpon3BoANMOCTb UCCeaoBaHUA.
HepocTtatkamu TECTUPOBAHUA HA NMPOHNKHOBEHNE ABIMAKOTCA:

— HU3Kad [JOCTOBEPHOCTb CBEEHMN O BbISIBMEHHbIX YA3BUMOCTAX NpU
MCMOoNb30BaHNN CTpaTermn «4epHoro ALnkKa»,;

— BO3MOXHOCTb COOEB M OTKa30B B (PyHKUMOHMPOBaHUN KOMNOHEHT ABC npwu
NpoBefeHUN nccnegoBaHUs ¢ UCNOMb30BaHMEM CTpaTermm «HEPHOro SALLMKay;

— HeobxooMMOCTb NpedoCTaBfeHUs UccrnegoBaTento  MpUBUIIErMPOBAHHOIO
AocTyna k coctaBHbiM YacTam ABC npu ncnonb3oBaHum cTpaTternm «6enoro awuyka.

2.5. BbisiBNeHne M3BECTHbIX YA3BMMOCTEW B CeTeBbIX Crnyxbax npousBoauTcs
NpU NCNONb30BaHUN CTPaTEMMN «4epHOro silukay. MiccnegoBaHue BknovaeT B cebs:

— MAeHTUdmnKauuo cepBepoB n paboumx mect no nx IP-agpecam unm nmeHawm;
—  MAEHTUMUKaUUIO CeTEBBIX MPOTOKOSOB, AOCTYMNHbLIX A4S B3aMMOLENCTBUS;

—  uMaeHTMdUKaumio nporpammMm, obecneuvvBalolMX peanusaumio  ykasaHHbIX
ceTeBbIX NPOTOKOMOB C OnpeaeneHNeM UX HauMeHOBaHWUA U BEPCUIA Mo MHopmaLmK,
nepegaBaemMol nNpy B3anMoaencTBMmM, XapakTepHbiM 0COBEHHOCTSIM peanvsauny;

— Bblopka M3  6asbl  [daHHbIX  YA3BMMOCTEW,  OTHOCALWUMXCH K
NAEHTUDULMPOBAHHLIM BEPCUSAIM MPOrpamm;

— BblABIIEHNE yFISBVIMOCTeVI ceTeBbIX cny>|<6 nyTemM 3anycka mnoteHuunarnbHO
NMPUMEHNMbIX K HUM 9KCMMONTOB.

2.6. BbisiBNeHne TUMNOBbIX YA3BUMOCTEN B BEG-NPUMNOXEHMSAX NMPOU3BOAUTCSA NPU
NCMONb30BaHUN CTpaTerMm «4YepHoro suwukar». KMccneposaHue BKMo4vaeT B cebs
BbISIBMIEHME CMNeayoLLMX TUMNOB YA3BUMOCTENA:

—  noabop ayTeHTUMUKALMOHHBLIX AaHHbIX;
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— Hes3awumLeHHas nepegava AaHHbIX B npouecce
ayTeHTuunKayun/asTopnsaumm;

— MeXCanToBOe€ BbIMOSIHEHWE CLEHapUEB;

— nopjerika MexcanToBbIX 3anpocos;

— pacwenneHune 3anpoca HTTP, cokpbiTne oteeta HTTP;

— OTKpbITOE NepeHanpasneHune;

— BbInornHeHue komaHg OC;

— BHedpeHue onepaTtopoB SQL, LDAP, XPath, IMAP/SMTP, cepBepHbIX
pacLuMpeHnii;

— packpbITve MHOpMaLmn 0 ANPEKTOPUAX/CLEHapuUsX;

— npepfckasyemMoe pacnonoXeHne pecypcos;

—  naeHTUdUKaUna NPUNOXKeHNN,

— YTeHwue nponsBosibHbIX annos;

— pacKpblTUe YyBCTBUTENBHOW MH(bOopMaLmK;

— o0bpaTHbIN NyTb B AUPEKTOPUSIX.

NccnepoBaHne npousBoauTCA NMyTeM aHanu3a OaHHbIX BeG-chopM, OTnpaBKu
Be6-cepBepy TECTOBbIX 3aMpPOCOB C BapbMpyeMbIMU 3HAYEHUSIMU NapaMeTPOB 3anpoca
1 aHanu3a OTBETOB.

2.7. \geHTnumkauma un3BeCTHbIX YS3BUMMOCTENW MporpaMMHoOro obecneveHus
BbINOSIHAETCA C MCMNOMb3oBaHWeMm cTpaterum «benoro swwuka». WccnegosaHue
BKMO4aeT B ceds:

— MHBEHTapusaumio nporpamMmHoro obecneyeHusi, YCTAHOBMEHHOINO Ha
nccnegyeMom TEXHUYECKOM CpedcTBe, C uaeHTudukaumen HamMeHOBaHUN U BEPCUi
nporpamMmm, a Takke yCTaHOBMEHHbIX O0GHOBNEHNN 6GE30MNacHOCTH;

— Bblbopka M3  6asbl  [daHHbIX  YSI3BMMOCTEN,  OTHOCALWUMXCH K
NAEHTUDULMPOBAHHLIM BEPCUSIM MPOrpamm;

—  WUCKITOYEHME M3 MONYyYEeHHOW BbIGOPKM YA3BUMOCTEMN, YCTPaHEHME KOTOPbIX
obecnevyeHo ycTaHOBNEHHbIMW OBHOBEHMSIMX BE30MacHOCTM.

2.8. BbIsiBNieHME y4YeTHbIX 3anucen ¢ naponsamu, cogepXxawumMmcs B CrioBapsix,
MCNoNb3yeMbiX MpU NPOBEAEHUN UCCREeAOBaHUA C UCMOMb30BaHMEM CTpaTerMm Kak
«4YEepHOro fwmkay, Tak n «benoro Awmkay. [pn NCNonNb3oBaHUN CTpaTerMm «4epHOro
ALLMKa» NPOU3BOLATCS MOMbITKA ayTeHTUUKaLUMM C NCNONb30BaHNEM UMEH U Naponen
n3 wucnonb3yemoro cnosaps. [lpy wucnonb3oBaHuM cTpaTermmn «b6enoro  sAwmkar»
npon3BoanTCcA BbiOOpKa Xell-3Ha4yeHU naponen M3 KOHGUrypaunoHHbIX ¢annos,
Tabnuy 6a3 gaHHbIX, N CpaBHEHME UX C XelUu-3HAYEeHUSMU Naposnen n3 UCnofnb3yemMoro
cnosapsi.

2.9. lNo pesynbTatam nccnenoBaHus paspabaTbiBaeTcsa OTYET, COAEPKALLMNINA:
— nepeveHb koMnoHeHT ABC;

— nepeyeHb BbISBMEHHbIX YSA3BUMOCTEN OLEHKY CTEMNEeHU UX KPUTUYHOCTM AN
obecneyvenunsn Vb opranunsaumm 6C PO;

— peKkoMeHadaunm no yCtpaHeHUo BbiABIIE€HHbLIX yﬂ3BMMOCTeﬁ.

OLEHKY KPUTMYHOCTU YSI3BUMOCTEW PEeKOMeHAyeTCsi onpeaensaTb Ha OCHOBE
AaHHbIX pa3paboTyunkoB 6a3 gaHHbLIX ySA3BUMOCTEN.
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MpunoxeHue 4
PekomeHaauum K npoBeAeHUIO KOHTPOMA NapaMeTpPoOB HAaCTPOEK
TeXHUYECKNX 3aLUTHbIX Mep (BbiiBfieHUe OLNOOoK

KOHduUrypaumm)

3. BoigBneHve owmnbok KOHUrypauuMmM HanpaeneHo Ha nogaepxaHue
KOPPEKTHOCTM doyHKUMOHMpoBaHuA nogcuctembl MUB ABC. [Ona atoro Ha aTtane
MPOEKTHOM U1 3KCMNyaTauWOHHOW LOKYMeHTauun paspabartbiBaloTca CTaHO4apTbl
KOH(Urypaumm TEeXHUYEeCKUX mep 3awmTbl. KOPpeKTHOCTb napamMeTpoB TEXHUYECKUX
Mep 3alunTbl MHOPMALMK rapaHTUPYETCA TOSMbKO MPU COOTBETCTBUU UX (DaKTUYECKMX
HacCTpoeK COOTBETCTBYWOLINM CTaHgapTam KoHdurypauun. BbigBneHve owwmbok
KOH(pUrypaumm — wuccrniegoBaHue, HanpaBfieHHOe Ha MOUCK HEeCOOTBETCTBUMA MeXay
daKkTyeckuMm napameTpaMmm TeXHUYECKMX Mep 3alUuTbl UX ITanOHHbIM 3HAYEHUSM,
YCTaHOBJIEHHbIM B CTaHAapTax KoHdurypauuu.

4. NccnepoBaTento AomkeH 6bITb npegocTaBrieH AOCTYyN K uHTepdencam
nporpaMmHbIX  kKoMnoHeHT ABC, B TOM uucne oOnepaumoHHOM  CUCTEMBI,
cneumanuanpoBaHHbiM OaHKOBCKMM MPUNOXEHUAM UMW anbTepHATMBHbIE CrNOCOObI
nony4YyeHnst akTMYeCcKnx napaMeTpoB HACTPOMKM TEXHNUYECKUX 3aLLUMUTHBIX MEp.

5. WccnepoBaHne NpoBOAMTCS C MCNOSb3oBaHWeM cTpaTternm «benoro siwmka.
WccnegoBaHne  MOXET  MpoBOAUTBCA  BPYYHYHO WM C  UCMONb30OBaHWEM
aBTOMaTM3NPOBaAHHbIX CPEACTB aHanu3a 3awmweHHocTn. Owmnbkm KoHdUrypaumm
BbISIBNSATCA NyTEM MOMyYeHUs1 (PaKTUYECKUX 3HaYEHU napamMeTpoB HacTpoek WU
CpPaBHEHMS NX C 3TANOHHLIMU 3HaYeHUsIMK. Npn 3TOM:

— B Crny4Yae, ecnv pakTu4yeckoe 3HayeHne napameTpa HacTPOMKM 3a4aHO ABHO,
NMPOV3BOAUTCA €ro CPaBHEHUE C 3TANOHHbLIM 3HAYEHUEM;

— B Cny4yae, ecnu pakTuyeckoe 3HayeHue napameTpa KoHdurypauum He
3alaHO MNN 3a4aHo HESIBHO, MPOWU3BOAUTCA BblYMCNEHUE 3PMEKTUBHONO 3HAYEHUS
napameTpa HacTpOWKK, KOTOPOE 3aTEM CPaBHMBAETCS C 3TaNOHHbLIM 3HAYEHUEM.

Ecnu napameTp HacTpOMKM He 3afjaH 4BHO, YCTPOMCTBO WM Mnporpamma
MUCMOMb3YyT 3HA4YeHWe Mo YMOSIYaHUID, KOTOPOEe MOXEeT 3aBuceTb OT Mogenwu
yCTpOUCTBa WNU Bepcum nporpammbl. B psage crnyvyaeB paktudeckme napameTpsbl
HaACTPOMKM 3aaltoTCsl He SBHO, a B BWOE BbIpaXeHUW, pe3ynbTaTbl BblYUCNEHUS
KOTOPbIX 3aBUCAT OT (aKTUYECKMX 3HAYeHUrn Jpyrnx napameTpoB, MNepeMeHHbIX
OKpyXeHusi. B aTux cnyyasix B xode wuccnenoBaHus OOMMKHbI ObiTb onpegesnieHsbl
9(PeKTNBHbIE 3HAYEHUST MNApaMETPOB HACTPOMKM C Y4e€TOM OCOBEHHOCTEN WX
onpegeneHnst B pamkax uccriegyemon komnoHeHtol ABC.

6. [locToMHCTBaMM AaHHOro MeToaa sIBNSTCS:

— BbICOKasi [OCTOBEPHOCTb CBEAEHUMN O BbISIBIIEHHbIX HECOOTBETCTBUSIX
cTaHgapTaM KOHUrypauum;

— BbICOKasi CTereHb aBToOMaTM3auuu, HU3KMe TpeboBaHMs K KBanmduKaumm
nccnenosaTtens npu UCNoNb3oBaHUN aBTOMaTU3MPOBAHHbIX CPEACTB aHanunsa;

— BOCNPOM3BOAMMOCTb UCCReaoBaHus.

7. HepoctaTkamu gaHHoro MeTtoaa siBMNAOTCS:

— HEBO3MOXHOCTb B psiie Cry4aeB OLEHUTb BO3MOXHOCTb peanu3aumm Kakux-
nMGo yrpo3 Mnpy HEeCcoOTBETCTBUWM OTAENbHbIX HACTPOEK CTaHAapTam KoHdUrypauuu;
OOoHMM M3  WCTOYHMKOB  pas3paboTkM  CTaHOApTOB  KOHuUrypaumm  SBRsOTCA
pekoMeHaauun paspaboTynkoB NporpamMHOro W annapaTtHoro obGecnedeHus. Kak
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npaBuno, pas3paboTyMky He packpbiBaeT WHGopMauuio o6 yrposax, peanusauus
KOTOPbIX CTAHOBUTCS BO3MOXHOW NPU HEBLINOMHEHUN 3TUX PEKOMeHAaLW;

— HeobGXoOuMOCTb NpeaoCTaBeHUs UCCnenooBaTento NpPUBUIENMPOBAHHOMO
aocTtyna K komnoHeHTam ABC,;

— BbICOKME TpeboBaHWs K KBanudukauum uccregosaTensa B chnydae,
HeobGxoauMon Ans BblYUCAEHNSA 3(PPEKTUBHBIX 3HAYEHUIN NapamMeTpPOB KOHUrypaumm
a Takke B CnyyYae npoBedeHMss  uccredoBaHusi  6e3  MCNonb30BaHWUA
aBTOMaTU3NPOBAHHbIX.

8. Mo pesynbTatam WuccnegoBaHWs paspabaTbiBaeTcsl OTYeT, Coaep)Kalumin
nepeyeHb nccregoBaHHbIX KOMNOHEHT ABC, nepeyeHb BbISIBNEHHbIX HECOOTBETCTBUM
cTaHgapTam KoHUrypauum n pekoMeHaauum no ux yCTpaHeHuto.

9. B cnyyae ecnu u3MeHeHWe napaMeTpoB HACTPOMKM He Obino BbI3BAHO
TEXHUYECKON  HeoOXOAMMOCTbIO,  peKOMeHOyeTCs  MnpoBedeHMe  onepaTUBHOM
nepeHacTponkn komnoHeHT ABC.

Ecnn un3meHeHMe napamMeTpoB HACTPOMKM OblIO  BbI3BAHO  TEXHUYECKOW
HeobXO0OUMOCTLIO M BO3BpPAT K 3TANIOHHLIM 3HAYEHUSIM MOXET MOBfeYb HapylleHue
dyHKunoHupoaHus ABC, pekomeHayeTca npoBeAeHne OLEHKU KPUTUYHOCTU BIUSHUSA
3HayeHUn napameTpoB HACTpPoOMKkM Ha 3awmweHHocTb ABC. B cnyyae otcyTcTBUMSA
Takoro BIIMSHUA WAW  HECYLWeCTBEHHOIro yBENUYEeHUs pPUCKOB HapyweHua Wb,
pekoMeHOyeTCqd BHECEeHME COOTBETCTBYIOLNX U3MEHEHUM B  3KCnsyaTauuoHHYHO
OOKyMeHTauuio (cTtaHgapTbl koHdwurypauum). B cnydae cywecTBEHHOro yBenu4eHus
puckoB HapyweHne Wb pekomeHayeTcs nposedeHwe mopepHusaumm ABC mnnu ee
OTAENbHbIX KOMMNOHEHTOB.
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